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Figure 1 - NOAH System architecture overview [19] 
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Figure 2 - Structure of the HELICOPTER system 
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Figure 3 - Simplified diagram of the HeliBrain component 
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Figure 4 - SAVE solution overview 
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Figure 5 - FOOD system architecture [25] 
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Figure 6 - FOOD system zones 
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Figure 7 - Information flow in the Home system [25] 
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Name: getData 

Purpose: Retrieves the current value of a specific property of a device. 

Parameters: String deviceId: a unique code that identifies each device  

String devicePropertyId: a unique code that identifies each device 

property 

Request 

example: 

<?xml version="1.0" encoding="UTF-8"?> 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Header/> 

    <S:Body> 

        <ns2:getData 

xmlns:ns2="http://webservice.sensors.ws.vision.ro/"> 

            <deviceId>1000</deviceId> 

            <devicePropertyId>1000</devicePropertyId> 

        </ns2:getData> 

    </S:Body> 

</S:Envelope> 

Results 

example: 

<?xml version="1.0" encoding="UTF-8"?> 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Body> 

        <ns2:getDataResponse 

xmlns:ns2="http://webservice.sensors.ws.vision.ro/"> 

            <return> 

                <dataValue/> 

                <deviceId/> 

                <devicePropertyId/> 

                <id>0</id> 

                <measurementId/> 

                <tstamp/> 

            </return> 

            <return> 

                <dataValue>35</dataValue> 

                <deviceId>1000</deviceId> 

                <devicePropertyId>1000</devicePropertyId> 
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                <id>0</id> 

                <measurementId>2013/02/14 8:14:37.000000 

</measurementId> 

                <tstamp>2013/02/14 08:14:37.000000</tstamp> 

            </return> 

        </ns2:getDataResponse> 

    </S:Body> 

</S:Envelope> 
 

First return node contains the result of the operation; on success the 

id node is 0; on error, this value is -1. The following nodes, if they 

exists, contain the requested data. 

Name: setData 

Purpose: Stores data in the database and in the current status object in the JNDI. 

Typically is called by the smart object adapter. 

Parameters: String deviceId: a unique code that identifies each device  

String devicePropertyId: a unique code that identifies each device 

property 

String tstamp: (timestamp) date and time of day 

String dataValue: the value of the property 

String measurementId: a unique code that identifies each type of 

measurement 

Request 

example: 

<?xml version="1.0" encoding="UTF-8"?> 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Header/> 

    <S:Body> 

        <ns2:setData 

xmlns:ns2="http://webservice.sensors.ws.vision.ro/"> 

            <deviceId>1005</deviceId> 

            <devicePropertyId>1000</devicePropertyId> 

            <tstamp>2013-04-23 16:55:10</tstamp> 

            <dataValue>25</dataValue> 

            <measurementId>2013-04-23 16:55:10 </measurementId> 

        </ns2:setData> 

    </S:Body> 

</S:Envelope> 

Results 

example: 

<?xml version="1.0" encoding="UTF-8"?> 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Body> 

        <ns2:setDataResponse 

xmlns:ns2="http://webservice.sensors.ws.vision.ro/"> 

            <return>1234</return> 

        </ns2:setDataResponse> 

    </S:Body> 

</S:Envelope> 

The return node contains the result of the operation; on success the node 

contains the unique id of the row in the database (the value of the 

primary key field); on error, this value is -1. 
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Name: getAllDataForDevice 

Purpose: Retrieves the current values of a all properties of a device. 

Parameters: String deviceId: a unique code that identifies each device  

Request 

example: 

<?xml version="1.0" encoding="UTF-8"?> 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Header/> 

    <S:Body> 

        <ns2:getAllDataForDevice 

xmlns:ns2="http://webservice.sensors.ws.vision.ro/"> 

            <deviceId>1000</deviceId> 

        </ns2:getAllDataForDevice> 

    </S:Body> 

</S:Envelope> 

Results 

example: 

<?xml version="1.0" encoding="UTF-8"?> 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Body> 

        <ns2:getAllDataForDeviceResponse 

xmlns:ns2="http://webservice.sensors.ws.vision.ro/"> 

            <return> 

                <dataValue/> 

                <deviceId/> 

                <devicePropertyId/> 

                <id>0</id> 

                <measurementId/> 

                <tstamp/> 

            </return> 

            <return> 

                <dataValue>1</dataValue> 

                <deviceId>1000</deviceId> 

                <devicePropertyId>0</devicePropertyId> 

                <id>0</id> 

                <measurementId>2013/02/20 13:46:13.000000 

</measurementId> 

                <tstamp>2013/02/20 13:46:13.000000</tstamp> 

            </return> 

            <return> 

                <dataValue>35</dataValue> 

                <deviceId>1000</deviceId> 

                <devicePropertyId>1000</devicePropertyId> 

                <id>0</id> 

                <measurementId>2013/02/14 08:14:37.000000 

</measurementId> 

                <tstamp>2013/02/14 08:14:37.000000</tstamp> 

            </return> 

            <return> 

                <dataValue>1</dataValue> 

                <deviceId>1000</deviceId> 

                <devicePropertyId>1001</devicePropertyId> 

                <id>0</id> 

                <measurementId>2013/02/14 08:14:37.000000 

</measurementId> 

                <tstamp>2013/02/14 08:14:37.000000</tstamp> 

            </return> 

        </ns2:getAllDataForDeviceResponse> 

    </S:Body> 
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</S:Envelope> 

 
First return node contains the result of the operation; on success the 

id node is 0; on error, this value is -1. The following nodes, if they 

exists, contain the requested data. 

Name: getHistoryMeasuresData 

Purpose: 
 

Parameters: String deviceId: a unique code that identifies each device 

String devicePropertyId: a unique code that identifies each device 

property 

String timeStart: begin date of the interval for measurements 

String timeStop: end date of the interval for measurements 

String yUnit: unit of measurement on the y axis 

String title: title of measurement 

Request 

example: 

<?xml version="1.0" encoding="UTF-8"?> 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Header/> 

    <S:Body> 

        <ns2:getHistoryMeasuresData 

xmlns:ns2="http://webservice.history.ws.vision.ro/"> 

            <deviceId>1005</deviceId> 

            <devicePropertyId>1000</devicePropertyId> 

            <timeStart>2013-04-19 00:05:00</timeStart> 

            <timeStop>2013-04-19 02:10:00</timeStop> 

            <yUnit>C</yUnit> 

            <title>Temperature</title> 

        </ns2:getHistoryMeasuresData> 

    </S:Body> 

</S:Envelope> 
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Result 

example: 

 

The result is encoded as a Base64 image resource that can be displayed 

in HTML using an img element (tag). 

Name: setCommand 

Purpose: 
 

Parameters: int objId: a unique code that identifies each device 

int varId: a unique code that identifies each monitored device 

parameter 

short flag: specifies the type of the value (integer, float, 

string) 

String value: the values sent to the command 

Request 

example: 

<?xml version="1.0" encoding="UTF-8"?> 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Header/> 

    <S:Body> 

        <ns2:setCommand 

xmlns:ns2="http://webservice.commands.ws.vision.ro/"> 

            <objId>1001</objId> 

            <varId>10000</varId> 

            <flag>1</flag> 

            <value>25</value> 

        </ns2:setCommand> 

    </S:Body> 

</S:Envelope> 
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Result 

example: 

<?xml version="1.0" encoding="UTF-8"?> 

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Body> 

        <ns2:setCommandResponse 

xmlns:ns2="http://webservice.commands.ws.vision.ro/"> 

            <return>14</return> 

        </ns2:setCommandResponse> 

    </S:Body> 

</S:Envelope> 

Initial value of the "retVal" is 0; 

If the returned value is wrong then "retVal" is -1; 

Name: getAllCookingCycles 

Purpose: Returns all the cooking cycles in a settings XML file (extension “.eep”) 

Parameters: String inputStringVal: the name of the current CookingCycle file 

Request 

example: 

<?xml version="1.0" encoding="UTF-8"?><S:Envelope 

xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Header/> 

    <S:Body> 

        <ns2:getAllCookingCycles 

xmlns:ns2="http://webservice.cookingcycles.ws.vision.ro/"> 

            <settingFile>Father.eep</settingFile> 

        </ns2:getAllCookingCycles> 

    </S:Body> 

</S:Envelope> 

Result 

example: 

<?xml version="1.0" encoding="UTF-8"?><S:Envelope 

xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"> 

    <S:Body> 

        <ns2:getAllCookingCyclesResponse 

xmlns:ns2="http://webservice.cookingcycles.ws.vision.ro/"> 

            <return> 

<File> 

<Name>Father.eep</Name> 

<Cycles> 
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<Cycle><SelectorLabel>Multilevel</SelectorLabel> 

<SelectorId>1</SelectorId></Cycle> 

<Cycle><SelectorLabel>Barbecue</SelectorLabel> 

<SelectorId>2</SelectorId></Cycle> 

<Cycle><SelectorLabel>Gratin</SelectorLabel> 

<SelectorId>3</SelectorId></Cycle> 

<Cycle><SelectorLabel>Rotisserie</SelectorLabel> 

<SelectorId>4</SelectorId></Cycle> 

<Cycle><SelectorLabel>Fish</SelectorLabel> 

<SelectorId>5</SelectorId></Cycle> 

<Cycle><SelectorLabel>Pizza</SelectorLabel> 

<SelectorId>6</SelectorId></Cycle> 

</Cycles> 

</File></return> 

        </ns2:getAllCookingCyclesResponse> 

    </S:Body> 

</S:Envelope> 

The node name contains the name of the XML file on the harddrive. 
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Figure 8 - Monolithic architectures vs. microservices [26] 
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Figure 9 - General architecture of the SAVE system 
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Figure 10 - Communication connections between microservices 

Figure 11 - SAVE microservices technology stack [27] 
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{ 

“kdDevId”: <integer_value>, 

“kdValue”: <string_value> 

} 

 

Figure 12 - SAVE data collecting system - communication model [27] 
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Figure 13 - Data organization in the SAVE system [27] 



   

 

 

49 
 

 

 

▪ 

▪ 



   

 

 

50 
 

▪ 

▪ 

▪ 

 

▪ 

▪ 

▪ 



   

 

 

51 
 

 

 

 



   

 

 

52 
 

 

 

▪ 

▪ 

▪ 

o 

o 

o 

o 

o 



   

 

 

53 
 

o 

o 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

Figure 14 - HELICOPTER system structure 
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Figure 15 - HELICOPTER Home System software 
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Figure 16 - HELICOPTER tablet client interface architecture 
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Figure 17 - Home system life-cycle [25] 
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Figure 18 - Booting process of Home System software applications 

Figure 19 - Gateway start-up block diagram [25] 
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Figure 20 - Flowchart for USB Updater utility 
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Figure 21 - Flowchart for GW Updater utility Figure 22 - Flowchart for Depoyer utility 

 

START

Exists zip file 
inside upd folder?

UPDATE

Empty directory UPDTMP

Y

Exists 
„config.properties” 

file inUPDATE 
directory?

Update config information in file 
”etc/opt/gwrepository/gw.properties”

„.war” files 
present 

in UPDATE 
directory?

Copy „*.war” into WARS 
directory

Exists 
„gwconfig.xml” 
file in UPDATE 

directory

Copy „gwconfig.xml” in
 WARS directory

„*.sql” 
files presents in 

UPDATE 
directory?

Execute „*.sql” files on 
local MySQL server

Empty UPDATE 
directory

STOP

GWUpdate INIT

GWUpdate Deployer

Y

Y

Y

YN

N

N

N

N

START

READ gw.properties

gwconfig.xml
EXISTS

GET SERVER INFORMATION
WRITE ASADMIN PASS FILE

GET CONNECTION POOL 
INFORMATION

MODIFY GLASSFISH 
domain.xml

UNDEPLOY ALL  APPLICATIONS
(DELETE „APPLICATIONS” NODES

OTHER APP PREFERENCES)

UNDEPLOY JDBC RESOURCES
(DELETE „JDBC-RESOURCES” 

+ „RESOURCES-REF”)

UNDEPLOY CONNECTION POOLS
(DELETE „JDBC_CONNECTION-POOL”)

DEPLOY CONNECTION POOLS
(WRITE CONN-POOL INFO TO 

domain.xml)

is 
SERVER

 STARTED

START SERVER

GET .war FILES 
FROM WAR DIRECTORY

DEPLOY APPLICATIONS (.war FILES)
(IN COMMAND LINE)

DELETE ASADMIN PASSWORD FILE

YESNO

NO YES

STOP



   

 

 

61 
 

 

▪ 

▪ 

▪ 

Figure 23 - Sensors included in the SAVE solution 
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Figure 24 - SAVE Sensor Adapter components 
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1 WPS - Wireless Protected Setup 
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Figure 25 - SAVE Sensor Adapter case - main dimension of the case 
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Figure 26 - SAVE Sensor Adapter case parts 

 

Figure 27 - SAVE Sensor Adapter schematic 
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Figure 28 - The electronic of the SAVE Sensors Adapter 

 

Figure 29 - Microcontroller software organization 
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Figure 30 - Menu structure for the user interface 
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Figure 31 - SAVE Sensors Adapter Configuration application [46] 

 

Figure 32 - SAVE Sensors Adapter [46] 
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Figure 33 - Tables for storing the FOOD sensors’ data 
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Figure 34 - FOOD platform database schematic 



   

 

 

75 
 

 

Figure 35 - Tables for the data collecting system [27] 



   

 

 

76 
 

Figure 36 - Tables for the users, notifications, smartwatch app configuration, GPS data [27] 
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Figure 37 - Device pixel 
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Figure 38 - Conceptual map for describing services and interface elements example 

Figure 39 - Blueprint example [56] 
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Figure 40 - Mockup example 

Figure 41 - FOOD mobile application technology stack 
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Figure 42 - SOAP request-response [57] 
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Figure 43 - Flow chart of the initialization and login of the FOOD app 
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Figure 44 - Screenshot of the FOOD Application showing the Oven interface [57] 

"cooking_cycles":{  

"manual_cooking_cycles": [  

{  

"id": "",  

"icon": "",  
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"name": "",  

"photo": "",  

"graph": [{"m":"", "t":""}, ...],  

"description": "",  

"temperature": "",  

"temperature_min": "",  

"temperature_max": "",  

"duration": ""  

}, ....  

],  

"automatic_cooking_cycles": [  

{  

"id": "",  

"icon": "",  

"name": "",  

"photo": "",  

"graph": [{"m":"", "t":""}, ...],  

"description": "",  

"duration": "",  

"duration_min": "",  

"duration_max": "",  

"consumption": ""  

}, ....  

],  

"downloaded_cooking_cycles": [  

{  

"id": "",  

"icon": "",  

“setting_code” : “”, 

"name": "",  

"photo": "",  

"graph": [{"m":"", "t":""}, ...],  

"description": "",  

“temp_default” : “”, 

“temp_min” : “”, 

“temp_max” : “”, 

"duration": "",  

}, ....  

]  

} 

Figure 45 - Cooking cycles JSON file prototype 
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Figure 46 - Indesit file composition diagram 
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Figure 47 - FOOD UI in Romanian 

Figure 48 - FOOD UI in Dutch 
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Figure 49 - FOOD UI in Italian 

Figure 50 - FOOD App automatic update interface 
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@WebFilter(filterName = "CORSFilter", urlPatterns = {"/*"}) 

public class FiltruCORS implements Filter 

{ 

    @Override 

    public void doFilter(ServletRequest request, ServletResponse response, 

 FilterChain chain) 

 throws IOException, ServletException 

    { 

        HttpServletResponse sResp = (HttpServletResponse) response;         

        HttpServletRequest sReq = (HttpServletRequest)request;   

         

        if (sResp.getHeader("Access-Control-Allow-Origin")==null) 

        {         

            sResp.addHeader("Access-Control-Allow-Origin", "*"); 

            sResp.addHeader("Access-Control-Allow-Headers", "Origin, " + 

    "X-Requested-With, Content-Type, Accept, " + 

    "Access-Control-Allow-Headers"); 

        } 

 

   // ........ 

    } 

}
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Figure 51 - Sample of predefined Node-RED nodes 

Figure 52 - Sample of custom Node-RED nodes 

Figure 53 - Sample of Node-RED flow 
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▪ 

▪ 

▪ 

▪ 

Figure 54 - Simulation and testing flow 



   

 

 

95 
 

Figure 55 - Error handling flow 

▪ 

▪ 

▪ 

 



   

 

 

96 
 

Figure 56 - Data collecting flow [19] 

▪ 
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▪ 

▪ 

Figure 57 - Rebuilding the current status flow 

{ 

 “alert_id”: alertID, 

 “user_id”: userID, 

 “alert_type”: alertType, 

 “checked”: value, 

 “tstamp”: tstamp 

} 
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Figure 58 - Typical HTPP request-response in Node-RED [67] 

{  

    "errorCode": 0,  

    "response": { ... }  

} 

▪ 

▪ 
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 [ 

           { 

              "notification_id": 1, 

              "behaviour_type": nt, 

              "tstamp": ts, 

              "user_id": uid 

           }, 

           { 

              "notification_id": 2, 

              "behaviour_type": nt, 

              "tstamp": ts, 

              "user_id": uid 

           } 

    ] 

▪ 

▪ 

▪ 

▪ 

 

[ 

{ 

“alert_id”: alertID, 

“user_id”: userID, 

“alert_type”: alertType, 

“checked”: value, 

“tstamp”: tstamp 



   

 

 

100 
 

},{ 

“alert_id”: alertID, 

“user_id”: userID, 

“alert_type”: alertType, 

“checked”: value, 

“tstamp”: tstamp 

} 

 ] 

▪ 

▪ 

▪ 

▪ 

▪ 

 

Figure 59 - Sensor status testing flow 
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Figure 60 - Viewing and resetting alerts and statuses 

 

{ 

 "sid": <text>, 

 "rtc_send" : <number>, 

 "battery" : <number>, 

 "msg_type" : <text>, 

 "payload" :  

 {} 

} 

▪ 

▪ 

▪ 

▪ 
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▪ 

▪ 

▪ 
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▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

2 AIA – Automation and Applied Informatics 
3 TI – Information Technology 
4 RO – Robotics 
5 SAATI – Advanced systems in automation and information technology 
6 CS – Cyber Security 
7 TIN – Internet Technologies 
8 SAATI – Advanced systems in automation and information technology 
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▪ 

▪ 

▪ 

▪ 

▪ 

9 TIN – Internet Technologies 
10 AFCO – Absolvenții în fața companiilor 
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