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(A) Summary

The habilitation thesis entitled Research on the Integratio of Computing and
Communication Systerhpresents the scientific achievements of tlaethor after obtaining the
scientific title ofPhDin the field of electronic engineering and telecommunications (2011) focusing
on the research elements implemented during the period when the author worked at the Faculty of
Electrical Engineering and Compugzience.

In part (Bi), the habilitation thesis addresses a research topic in the fiel&le€tronic
Engineering, Telecommunications and Information Technolothas refers to the integration
between computing and communication systems. Sirtbe first GSM telecommunications
networks, with the help of the unifying element represented by packet switchinglPll systems
have evolved towards complex, distributed integrated platforms with high mobility needs, capable
of serving a wide range of commauation services. The evolution of complexity and types of
communication servicedyased onnew technologies, has also implied the implementation of new
methods for mobility management, for automated orchestration of real/virtualized/emulated
infrastructure and testing/instrumentation elements, as well as ways for creating and integrating
communication services. The integration at the level of generic hardgaaitevare platforms, the
evolution of virtualization technologies and the migration @oud and network functions
implemented in software have brought new challenges aeduirements at the levebf cyber
security solutions. Another developmeat computingand communication systenis represented
by the introduction of machine learning algorithms, with roles ranging fronautomation /
orchestration, decision support, behavioral analysis methddscomplex artificial intelligence
algorithms.

The scientific achievements covered by the habilitation thesis were published in 11 ISl journal
articles (of which 8 in Q1 and Q2), 25 ISl indexed articles and 12 articles in other recognized
international databases.

Chapter 1, entitledSolutions for computing and communication systems integratisndedicated

to the integrative element with the greatest impaaoftware orientation of solutions and services

That is why technologies considered disruptive in the area of integration between computing and
communication elements are callédoftware-defined 3whece the term "defined"includes the
meanings'created, configured, modeled, orstrated’) and next to them join terms defining the
network area where software technologies are applied:

1. For the Radid\ccesareawe have the concept of Software DefinBadio(SDR)

2. For theCoreNetwork areawe have the concept of Software Definisidtwork (SDN)

"Software defined" means reconfigurable, easy to integrate @gpoloyin virtualized systems and in

the Cloud, easy to migrate and scale, often using open APIs, thus encouraging innovation and large
scale testing. Thus, two subchapters presentiegearch in the field are pursued: one dedicated to
the core network that includes SDN concepts and one dedicated to the access network that
includes SDR concepts.

Chapter 2,entitled "Cyber Security of Computing and Communication Solutions and Services
presentscyber securitysolutionsfrom two perspectives of the author's professional activityst,

the didactic and continuous development perspectpresentsa series of contributions from the

role of founder and coordinator of thenaster's program "Cybersecurity”, which also umgs the

stages of building a reconfigurable and versatile cgbeuritylab, as well as the coagulation of a

local technology hub initiative called "Brasov CyberHugle'tond,the perspectiveof implementing
innovative solutions for securing computing and commun@atsolutions and services which
represent a series of HW / SW implementations, some of them based on open source solutions. The
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chapter presents a series of contributions following the principles of the concefibefence in
Depth”, whith aims to apply security methods at different levels, fremduser and terminal to
communication elements and peripheral network. The solutions presented also include various
methods of assessing/auditing the vulnerabilities of a system, preventing posyibdgattacks,
managing and responding to cyber security incidents, as well as forensic investigation of incidents.

Chapter 3, entitled dintegration of artificial intelligenceelements into computing and
communication systends presentsimplementationswith contribution of artificial intelligencéhat
produceevolution forcomputing and communications systenvgh increasedcomplexity meeting

high demandsof processing and security. Artificial intelligence can be integrated at various
decisionmaking levels in computing and communication systems, observing over time the
migration of processing power from centralized models (Cloud) to elements at the edge (Edge) or to
the support of distributed 10T elements.

Thus, the chapter begins with the description of arimplementation carriedout within the
European project H2020 SARMHENaiming to integrate 10T communication and intelligence
elements for eAgriculture or assisted agricultufecusingon the implementation area of the
analysis and decision support system

Artificial intelligence ensures process optimization and carkeman essential contribution to
streamlining critical and emergency services, such as 112 systsuth an implementation is the
one from the ODIN112 project financed through the UEFISCDI Solutions mechanisose
implementation details are presented.

Another research describgbe implementation of a system that identifies modulation of complex
radio signals. This is achieved using an artificial intelligence model developed, trained and
integrated into the Microsoft Azure Cloud.

The case study on @mplex instrumental configuration around a diesel engine test bestobws
asmart device dashing based state contrglextended to ECUs (Electronic Control Units) equipped
with reaktime diagnosticcapabilitiesand optimal decisiormaking. Parameterizatiofinstantiation)

can beadaptive(especially through ANN), and all transitions required for state control (at the level
of algorithmic state machines, AS§Algorithmic State Machine) can be decided wilassifiers

and other mean®f artificial intelligence.

Part (Bii) presents the evolution and professional achievements of the author (academic, didactic
and research and development) and the professional academic development plan, with the
definition of researchobjectivesin the field of communications and cyber security atidactic
objectives.
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1.{ 2 f pldtrk ihtegrareasistemelor decalculUc2 Y dzy A OF G A A

Integrarea elementelor de calcll® 2 Y dzy &0 N AT AT I 4 LISt Sohinka fasdzt (G S
exemplificat in figura 1.
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NBUOSIFdz bny GNBybs oFTFGN LIS 2ACA Odz 2 L2aAoA
vagoane, ar utiliza adrese E(Bndpoint identifier)intr-dzy’ I ydzYAd Ay GdSNWIFf RS
centraN ébackend€ NB LINBT Ay i N ydz Yy dzWHiAS Ndas ( EINERE ol @ NI |
LINE ( $ieewal)D ANT RdASNWSNSE S RS FLX AOFIGAAD By LIS
NBLINBT A-gz8R £ & [ 8 v §i Bdokeddulh NJ G NBodzhi aN A yMSMBZRNSE F
(Map Server/Map ResolveRS a Ay S & doddliddtice aié eleinaine.O 2

[L{t LISNX¥YAGS AydSaNINBI GNIXyaLFNByidN F F RN
RNBaS aN LRFIN FTAQ8AAEADRY SOOI DHMBDISREIO DES Q. AxHIN
utlizaeatt b RS RFEGS Y20AfS ONBGSI LINIAGess RointRN\@mey A @S
mobil(UA NB G SSYdRO @ I/Qf G2F 0SS I+ OBRNpS dare and ibledzéntatin / A & O
demaonstrator I NJ LJdzi S+ | RdzOS YINA | @FydlaSs RS2 NBOS
FRAFOSYGN LISy O NXk SLIAYY(IARI NBSS 1 QN2 LIBNNEFES OG  Odz Ay F NI
FTA dziAfATIFGS ny OrT GRBJ ézNESzW@NCMUSL[szNﬁz LY A OF GA

FAgura3 RSAONA S | NKALUS O4 HARN t GeiblP A AN RS3aOKAANZ
Router (OOR) proiecty dzYA G AYAUGALFf [L{t Y20 ®-stutcepenBuiaicrda 2 A Y
NBGSES RS adzLINI I(daeyldy)NsBiseidndbajuNde Yrogiainar&, oferind marele
I gFyidtra |t FftSEAOATAGNOAA LI FOGF2N¥VSAS RS2 NB«
OpenWRTControlerul { 5b 22 ON  dzy arhitdtiira SD&Y CNe1HH G Sn 0 SYSFAOA
definite de software sunt disponibile prin intermediul controlerului dedicat OpenDayLight cu suport
LISy GdNdz [L{t OF LINUS F Y2RdzA df dA [L{tCf2gal LI
traficul poate ¥ A RANR2FG RAY YSNE LINRY RAFSNAGS hhws
Oy O2NL}Z NI NBF GSKYyAOAt 2Nl RS 2LJiA Y7\ |- NE 2! b LISy
WANul definit software (SBWAN) LINAY NB G S| dz&r OSy (NI f Nceal maiNB (i S €

AY L2 NBBWANS®GS dzy 02y OSLIi O NB c”)zv AYN 0SYySTAO

10



Teza de abilitare BNf Iy ¢Addz

NBGSLH dzt RSTAYAUN &az27FGdsol NB JNJ\)/ SANI dzl € AT F NB I

RSAONAAS UA Fadaidl (S ROKSYSDSYLIE ¢2i OB EIS RS OR NV H A
ddzy i FOUAQGEHGS FdzyOUA2ylt AdGNGA AYNSQIBWREGAGNNE { dz
transport, gestionarea y' O N N N NJZi 2 Y | GATIFNBF O6RS SESYLX dzz | 3

Internet, astfeln y ONG | OS&aGSIF aN FdzyOiA2yST S OF 20MAYy 3
fiabilitate sporite).

openstack

Router/Firewall 6;' ?
__i s

Backend network

SD - WAN
WAN Optimisation

Service Provider 1
HSxPA, LTE

Service Provider 2 =,
HSxPA, LTE

—
.

" 1]
-7 \WAN2 . WAN1 AWAN2Z

r -
WAN2 2
2 WAN2
{52 ; C‘ Q

Vehicle WiFi
for Passengers

v @ @
o0 o0

Fig3t N2PG2GALI NB | O2y FAIdzNI GASA [Adf ta deNB No 2RNSRAIZ K AGRIK

OOR poate fi folosi) &u rol dexTRNy f 2 OISYRIZ ®RH®J UA OF a{kaw
LINBFAESES 9L5 O2yFAIdzNI GS LRG FA nyNBIA&AGNI
MapRequests adresaseestor prefixe.

O allNimpley Sy i I NB o6 &1 | LLINS 1L357)(i@xtindé cangéptutospre un scenariu de
Y20AfAGEFEOS® 'Y fdzd G ny O2yaAiARSNINB OFildAZ StSY
de transport public.
9EAAGN H YSiG2RS OmpNdBentadaillSHgentrl DTS
1. pe Gatewayul IoT, cae este, de asemenea, un router meti! b ~ |
in figurad,
2. direct pe elementul loT (ing") folosind versiunea LISPb 6 a20Af S b2RS0 ||
protocolului.

aS LISy i Nuz
U Odzy SaitsS R

Implementarea 18D 1 Sgl & SadsS Afdza0ONF GAGN LISy dNHz dzy S
RS2 NBOS hhw LRIFGS FA AyiSaNI i Odz 02y OSLIidAf RS
OpenDaylight SDN Controller ca parte a modulului LISPFlowMappings, una dilgrenai
RST @2t d1rdS &2fdziAA RS&AOKAAS RS +F0Sad dAL® hL
ba{kaw0X ad¥fFSt nyONi Sé)xl?loisateS:usle.iSejfe[eméiznaptaldeul NB
[L{t® Oy LXdz&> O2yiNRBft SNiseptSl deéfblibret B 2 ING fiedufin® A NP f
slicinggRSTAYAG LISY(iNdz YSRAAE S RSin5BAidIoarSHE MISE BSS NS
RSRAOIFIGON 2LISNI G2NYz dzzA RS (St SF¥F2yAS Y20Af N LRI
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4 Big Data and
I Analytics Services IBM Bluemix™

Lisp4.net Beta Network Proxy xTR

MS/MR Servers Data Center /
~ Centralized Services
— (e.g. Emergency
- = Dispatcher)

Radio Access
Radio Access

Network A
Service Provider A | ' Network B Internet Routed Network
_ i Service Provider B

& D
WAN1 i WAN2
i Watson | === © !
loT Gateway
. Video Capable

% & loT Device

Dewces Sensors / . 4 Vehicular
network

Figd/ 2y FA3dzNI GAS [L{t fF 02NRdz @SKA Odz dzt SBE Sihge BaaHz L 2 ¢
ComputingU du analizéin Cloud IBM Watson pentru analiza valorilor loT

t SYidnN 2 AYLX Y3 yil NBeNNM Pt pSAaN NéN F 2drebdihuX A Y L.
hhwsx )\y 'IfIdN LIS dzy StSYSydG wl &LWBSNNE tA {..
DFiSgslke L2¢3x RS2FNBOS Nuz SITN UA L.a 2FGazy L

IBM Bluemix Cloud pentru analitdAJNE OS & N NJRre. & dzLJX A YSy i |

9EAAGN YIFA Ydzf 6§ NRf dzNRA OF NB adzyd AYLIE SYSy
LRFGS FdzyOlAazyl Ol E¢CMNE Ana dctivat LISPWE rowtetulvWAR lcae [ L |
FOUA2YySITN OF Ecwod !y i -MNOSKEOSR US| 8B F § T 2)alr0:
cum este descris 2].

Oy LXdzsz StSYySyldzZ L2¢ DIidSéle INB w AyGsSN

G6StST2yAS Y2aoh/fdivzA LGSy GO 2NKI AfySdperdddr 2 hAeigrivdh duofédi m U

detalii compard A @S Odz LINAGANB fI NBGSEStS Lldzifoh@S RS

VOOYSYUA2Y Il RSYydzYANBEF O2YSNOAFEN | NBGOSE St 2N Lz
| 2y SEAdzy S| F2 & Guri UBBA3BDHMstrufentuINLIhuk wwdial RFidare

dintre AYGSNFSGS FNBE 2 RNBAN w[h/ Lzt AONZ | Ul

SELINRAYSYGFEN dziAf AT FGNO® t SeyNUNHS [id3la GL89X £S2 (S FLSd2difc
I F2ad AYLX SYSyidl GN ny ny i NS togdfierdUdaxi §Blte Xy & G Ny
E¢cw OIFNB F02LINN NJ§7\ NBAIA deydd WBNRAS1OdelLI fF SEt ] ! |
ONXB a O dziuxi puRliSe xaRk G S

t SYGiNHz dzGAt AT FNBF NBUSISRNB A tint . 1Sdzd f RO SikNEH
Operatorului JUK LIS NI G 2 NXzf dzA w > F BF Odzy a8 @SRS ny CA3d

109.166.171.20 (up)
213.233.72.16 (up)
unitbv-xtr tde-mr-ms ‘-
unitbv-xtr upc-mi-ms-1 ‘-

Fig.5 LISP4. Implementare beta pentru nodurile XTR "Unitbv"

unitbv-xtr intouch-ams-mr-ms-1 yes 00:10:00 (|0 153.16.61.32/28

109.166.171.20 (up)

yes 00:10:00 |0 153.16.61.32/28 213.233.72.16 (up)

109.166.171.20 (up)

yes 00:10:00 (|0 153.16.61.32/28 213.233.72.16 (up)
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1.1.1.1. Evaluarer¥ 20 Af AGNUGAA [ L { ©rultiSediaintl (8&fSSySy ( S
O 2 Y dzy mabile Guhekhipamente de testare dedicate

I SNAYGSES LINAGAYR URNMEKAWKEH §BEZ 0 NP RNzy RINY 14 ¥
O2Ydzy AOFNB dziAf AT FGS LISyGNHz L2c¢3 Udlytransfardduy OA LI
(streaming multimedia ("loMT- Internet of Multimedia Things"), deocarecey’ LINBT Sy iz a$
ON GN¥Y FAOdzZ GARS2 NBLINBITAYIN TtmM: RAYy (G240l € dz
LINEIy 2T FdN aN ONBFEAYN RiyyME G RINGBINASE IMBANISI
LJNEf)\‘FSNJ'NBl NBEGSE SE2NJ] NI RA 2 RAFSNAGSKSGSNR IS
eficiente din punct de vedere energetic, fertelule Wifi offloadingg UA L2 AAO0AT A G G S

L2¢ &N a3 ad2 ypomiEstind ntrddl B0 St S RS RANGIGaRk Ssau Mdultiple. 2

t SYdNdz I S@Adl OF G(GSaitStsS LISYuNdHz a2t dziAA RS Y
AYyFEdsSSyildlridsS RS LINRPoOotSYSES RS | O2LISNRANB Flyfr§ A2 D
LINBEAYAYEFNN | KNNRAAD2NSKESNHZODBISE NIREBE @ DISNI {2 NR

testelor demonstratorului LISP prezentat in paragraful anterior
'Y F2t2aA0 dzaNX¥NG2I NB
scaner "PCTEL" (produs de RF Solutions
'y dSy N 2Yy ARA pashetisaftdafe
b¢9al LYy@SadAaar Gazyh
y20S0221 060dz 2 O2y¥FA
pentru DriveTests). Scanerul PQTIE-igurab)
LISNY¥A OGS S@IF fdzZ NBFE LIS
2LIGAYAT LGS FRFELIWGKGS
fl mon 1T fF ¢ DIT ¢
O2f SOGAS 02y Odzpénifuitdate
benzile RF definite de 3GPP, pentru toi
tehnoloh A £ S YI 22NB &aAYdz
NI RA2 dzyAOxX SEA&GN
aSYYl fdz dzA RS nylfidN
paralel).

5FStS &a0lylFdS Idz F2ad FylrfATIIGS F2¢ 2é)\y“ ¢
to-end pentru verificareUR LJGA YAT I NB w! b SGiSNRISYNI LISNXAUGN
SOt dzST S OF f A2 | LIBNE INS@ BX BN lusi sdéiamiftie mobiliiage NidxbrciddA = A
vehiculului.

t NAYdzE LI a LISYyaGagNdz aSdl NBI o2y ¥ A3dzNF GASA N
LJdzNII NG 2 NHzf dzA RS OYuyZI (LISYAS Naﬂz\lfzcwssw W NRGA RAENIG St S
FTNBEOJSHIET N OISy IdzNI NG 2 NHzt dPAD LIS ¥ G NBel A S8 2 RSIBDA ¥ &K
L{te® [NGAYSF RS olyRN LISYi Nsz oD SaidiSs ny 3ISySH

fN

intre SMHzUA nal 12 ny Fdzy OGiAS RS f 2 0% I T NS G NNEZS f 2
2 NI A &S LISN)YAC

Fig.6 Scanerul RF Solutions "PCTEL"

FTdzyOUAS RS ftAO0SyudStS NardrA 2 ()NN

<

g

a
NG

t
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B3 TEMS Investigation 16.3.6 (Administrator) - [investigation Ite wedma gsm.tde *

1

Fle Vew Logfie Configurabon Control Presentation Worksheet Window Help

ERIEEIOET - il = 1=

o | & T LTE RSRAQ 15t EARFCN Bar Chart [MS5] ol x| EZ i -|o| x|
- 4 EARF.. C | ASRP RSR. RSCL | SCHC | Nems | Disten.| =
J EQS5 PCTEL MX ? 950 52 7643 s
z 1600 52 7761 150
CPICH Scan | o 1300 307 7898 @1 1054 559
- 3 6250 307 -B108 921 923
' Signal Scan o 6250 306 -B360 371 611
= ~
= 2 5 6250 231 -Ba3c f8s 931
00 13187 iG] 1600 51 -8451 -18.40 7
-~ = E 1300 308 -8B03 -17.07 i
== of ... 13534 S0 6250 308 -BB14 1527
- goglef »yllizo0 231 @is a3
2 6250 272 H513 HR 63 0
= a||peo0 35 Woiee f3se WEa7
R B 8 6350 351 Moese @oso W8 BED
o =
fe [vave [ci [EsmFon [ms] = [ vaue
Sc StRRG (d.. 801 307 1300 M Time 17:430..
SCIStRRQ (.. -17.. 308 1300 M Sc 1st EARFCH 1300
SC ISLRRQ (.. -13.. 231 1300 M Sc 1stNo Of Cel Idh... 3
Sc 15t Channel RSS... -54.80
|
= 20 TopN Piot Scan Respanse
<] »] TopN Pilot Scan Response
Activities I a0 17:43:22.964 MS5 Enhanced TopN Signal Scan AL
=G === = 1:;0 174322904MS5  Toph Piot Scen Respanse
4] w|[174323003Ms5  Enhanced TopN Signel Scan R
17.4323040MS5  TopN Priot Scen Response
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‘4 »
Ll Iv]| Hod | -
e vaoe | Cl | EARFON | MS | 2= [vae |
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In Figura8 este prezentat,
"PCtell MX SeeGull", folosind softwadef

LISy 4 Nz a0l yI NBI
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'Y | fSaSRSMAzZ NG NINQY 2NI Udzf . NI U egt. Andénglél Nz G
I dz F2aaG F YLIX | &btdm8biluldEIS ly O NBIS NA GdzfA (1 LA SNRSNBI &
anteneU@ LING dzf | O2 LISNA Udzf dzA Yl UAYAA GNBo6dzAS &N TA

In tA Y LJdzf  NXzt NeNgoth RS Fa dh A @k = O2YRAGAAE S NI RAZ2
FASOINE RAYUINBE OSA RSeipoa2BINA YiIZNRA HDAEGREGAGNS YIS
OF NB dzNX¥SIFT N aN FAS dziAf AT INNARS a BNDADRK dal dzb adxi 5 ¥
a fost condus urmand circuitul din figudeg LISy G Ndz @1 f AR NBI O2NBOUGA { dzR
OFtAGHGSE € SANGANRA RS & OSYMISYNISH 2INS1y (ONdtz  AORES i AS
EARFCN (EUTRA AbsoRadieCNE lj dzSy 0é [/ KI yy St bdzYoSNL wmonn
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1.1.1.2. AutomatizareadDemonstratorului mobil bazat pe LISP penlinternetul
obiectelormultimedia (IloMT)

'Y NBFfATFG dzNY NG 2 Njizhre &Rf@striestgdtanisdehariuPde ndbifitated dzNJ

LiéPP
Lisp4.net Beta Network

Mapping Server Power bank

109166 171 4% Fixed Public IP settings:
\9?"' RLOC1 - 109.166.171.** - Operator 2
163.16.61 ##/28 \éi \ RLOC2 - 213.233.72.** - Operator 1
.l
-
End-user @g Rlocz EID - 153.16.61.** /28 by DHCP

loT gateway: Raspberry Pi

=)

Fig.10. ¢ Dreapta:Demonstrator PTS (sistem de transport public) pentru l1oT mobil cu LISP
Stanga:Mini-sistemul mobil de testare

l'dz F2a0G O2yaARSNI GA O2y adzyt fiwaimdideoA(pele&and A G A
utilizatorului final, un thin client”, de exempluotab SG N 02y SOGF G N € I yup Rdz |
oT). Demonstratorul 10T, bazat pe LISP, este un sistem autonom, alimentat cu baterii, deci complet
Y20Af® ¢20A dziAEAT I G2NRA FAYIFEA aldz aSyT1 2NRAA
WiH ca conectare la un hegpot normal.

Automatizarea sistemului pentru tratarea erorilor sau pentru recuperarea pierderii
semnalului & T N Coddarebastz LISP adudd flzy | @ y Gl 2 adzd AYSydl NI
a&AalSyYdz dzi 3-homifgU cRiy HANNIYME G An y ON NN NRK AVbiled?, cuUA  ny
LISP conexiunile T&Pt A dzy & LINAGNI §S AYRAFSNBY(Gd RS RA&LR
RIFENJ Odz | @FyidladZd ON SEA&GN YIFA LlziAySuaptari@ A FA ON
coduluiimplemenatz LIS f Ny aN YSgOAyYy 8 NDR yPH drypsBafedteudzatribut
LISP¢ amautomatiat UA 2 YSG2RN RS NI OdzLifSRIadude avantapulylide NJF S
AYLX SYSYyto-8IWR Bly®Af ST RS2 NBOS y2RdA Y26Af ydz |
ALISOAFAON RION dziAf AT-BLISAN R2F NI NSGSES [L{t ald

Oy & 02 LidHltiméd® Zaiilledit tehnologii web. Cand vine vork RS 02 Ydzy A O
timp real, WebRTC esten standardrelativ nol= LIS NJY A { NefoRU ROLNERAGGHISUNT A £ 2 NJ Y
OF LI OAGNGA RS O2Ydzy AOI &dMNA my Yyl SNESHBEI RS 6 wiNp & !
simple

Fiind bazat exclusiv pe browserk Sa 2 £ A GNYR yAOAZ2 -in, WebRTTI G A S
NB LINRI A2yLO0NA dzy' S @S NA | G Mf yNu @AY WONINLEENS 10 NF 20 | dzUL2 W
loT eterogen.

Folosind un driver d©F YSNX & 80 aA Ydz | (URY ANBENRMFioH ARS 2 dzy
GARS2 0t A L) Odzy 2 Artdrdril flux WeBRIC. Wi TolBditIsafvérdl WebRTC disponibile
LJzo t AOX OdzY FNJ FA hLISy¢21 UA ! LIwe/ LISYGNHz I L

/| KAl NJ RIFON ydz adzyd RS a QuNAuEFSt simyfate@SifmBite figuri dzNJY ¢
28owe¢/ @& !aliFSEts 2RFGN RAFAA Fd LINRY AyiSNYSRAdz
inregistratfolosind instrumentul RecordRTO4oate fi analizat.
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L

Emulated Video Camera
Play reference video File into the
WebRTC Client

WebRTC Server
AppRTC
OpenTokRTC

Non-LISP
Correspondent Node
Running RecordRTC

LISP Site

Fig.11. ¢ Metoda de testare a fluxurilor WebRTC

Alte teste efectuate au fost cellRS € NG A YS RS -anlredliRaicu s$dBvareut NB €
Smooth Stream Performancém concluziona® N Yhozhing@l LISP nu este eficient in cazul

a2t AOA G NNIGRSY VaIdIOOISNNIGS Ay (iSyan®s 06t ngS OBS RS |
RAFTSNAGSE 2NJ 6dzZONUGA RS &GNBFYAYy3I LIS o|-||- dzy dzh Y
48 YSyUhA2ydi i WA oMNaNIIdySE dt ©

350

300

250
200
W Average of OP1 LISP
15 m Average of OP2 LISP
100 Average of OP1+Op2 LISP
5
0

audio = video  video @ video @ video @ video | video | video

=]

(=]

64 300 427 608 866 1233 1636 2436
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diferitepoti A dzy A RS FtdzE RS f1 dzy &aSNWSNI RS &aiGNBLFYAy3 f1 RA
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wST dzf GF G4S¢t S

RS YIFA adz;a ydz AYRAON 2 nYodzyN
LI NI £ St S5 RS2 NBOS yAOAdzyl RAYGNB O2ySEAdzy At S
niciunblocaf OKA I NJ RIF ON &SYylFt ATl NBF SEOS&AON | dziAf

ntarziere.
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A
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O S ND | dscmai khult® fukufl dultimedia, cum ar fi iatm caz real in care mai
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'Y 204aSNWBIG ON fI FASOINB O2ySEAdzyS owe / 3
M>X FTAS ONGNB hLISNI (2 N H® 9OKAf A0 NI NBI ny ONN.
LIS deNAéaqes‘a A&y 2! b> OA LISYUNHz RA&AGNROGdZIAL Ff
t SYydN¥z I SELX A Glar pufda Kace @ /analbgiecu iratesdarele Hatire:

I Gdzy OA ONyR 48 SESOdziN R2I NJ dzy FANI &nyzi @k i dzS |
R2+ NJ dzy ydzOt Sdz 6ny Ol ldAf y2aidNdz aS dziAf Al SITN
LR NYySUGS dzy Ff R2AfSEF FANE FOSadlr SadsS LINBf d
Operatorul 2), echilibrand astfel traficul Tntiei 2 operatori. Acest comportament este vizibil in

NBT dzf GFGSES Y2y AG2NAT NNRA A 3. \Cantl ¥steAporrik &n sinduy/ fiRlNl 0 |-
gSowe¢/ X a8 dziAf AT SFT N 2 &AYy3IdzZNN NFBH&cSst lucki ste2 LIS NI
preluat Tn cea mai mare parte d@eratorul 2.
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stream streams  streams  streams

Fig.13.¢ S & -st AYRAON € NOAYSE R

S 0FYyRN FdzNYyATFGN LISy
Gdzy OA ONYyR NBRFGA LINYN fF n w e

Tt dzEdzNA 2 So

Rezultatele dirfigurile 2 UA3A Y RA ON F I LJidz ON
O2ySEAdzyA Y20AfS adzyti GATAOGAES ny :
dzi At AT SFT N YI AUI)MJdde)[uCS\ ?(II\U;’ERjzl\D\Q yasRsSi2A | F FSOGSET N

Oy LJ dzanealA yFi2Syuli ARS | f AYAGF fNOAYSIE RS ol yR
aS L#valua iNai bine beneficile multioming. Acest lucru a fost efectuat utilizand comanda AT
b!'¢ b / DI9vwOvhX Odz AYGiISWiIAlI FTRS OINNHA YR LIS NI K& NY ¢
[ dz G421 0S | 0SaGdSIsE O2YlFYyRI YSyidAz2yl (Nionpdzale I @dz
et Y F2f2aAiAdz ad¥St nyONd fNGAYSIE RS o0FyRN yd:
estedeamutd OOSy Gdzt GNIyaYAaASA RS RIGS ny NBUOSE S

GNF YyAaFSNI YIA o6dzyNd | OSaid f dzONXz SE LI }\ON f ALJAl S
'Y F2dzya tF 02y OfdzaZ Al ONX ny OF 1 dzf-hoingS OA F A
I RdzOS 6SYySFTFAOAA LISy i NYz YSYG)\YSNEI aSaAdzyAf 2NJI L
¢/t RSAOKAAS Odz Fedzi2NMzZ YSG2RSA RS Fdzi2YlF GAl
caz de pierdere a semnalului. In plus, echilibrarce@ SAMNDONNA A | RdzOS | @l yidl 28
cand vine vorba de utilizarea mai multor fluxuri WebRTC paralele, un caz de utilizare valid pentru
dzG At AT I NBIF YIFA YdzZf G2NJ RAALRT AGAGS OF LI o6AES GAR

1.1.2. Rdkele Definite Software Software Defind Networks (SDN)

wSausdefinitNa 2 FG 6+ N5 6{5b0 NBLNBIAYdN 2 FNKAGSO
' RFELIGUBRX QA Sy N RAY Llzy O RS @SRSNB I+t O2adida
I LI A ORXIVIAY RMDS UtAlI NN RISy RNa G NT A d | OS|saparhre & NKA
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FTdzy ORSAO2NIINRE RS TFdzy OGAAES RS (NI YyAaLRNI RIS
programabil(la nivel decontrolerSINNU2 Y S G2 RN RS I fiasiructNdi f@ideApbritrNS |
I LI A OF G Nde selpat imal&rieddehptrilihbaje de programaenericesau servicii web REST
¢ REpresentational State Transfter
alA YdzZ 6§S AYLI SYSYUGNNR Ay 2 JlaiRi Giar baX SHizednge NS
software, unele doar cu rol de demonstrare a unor concepte noi de orchestrare a trafg:6lui

1 Prototip deR A & (0 NR OUONIIATSA Odzf dzA ny NBUGSES RSFAYAGS 3
(Implementare POX $esame RDF (Sentia Web))pentru trafic HTTP
LYLX SYSy Gl NBF RS LRftAGAOA RS GIFEFNB UAaA 02y
/| 2y 0SLIG RS &ASOdzZNAGFGS RAréMobkkro dzA GN {5b LIS ol
Tratarea modelului QoS BDN.

= —a A

1.1.2.1. Rutare pe principiisemantice B 0 St S RST®EHIM IS a2FdG o
aSi2RI LINB3IBS &l NS FriyNNw® f I BIS & K gnfiyh ODNUS {1 St S RFSS
software prin definirea de reguli de rutare bazate pe alte criterii decat protocoalele standard,
GAYNYR O2yid RS NBflIUGAF RAYUGUNB RIFIGS UA dsérvay i TAC
O2 y i Ay dzii dziwdzkness)irgtafdn Sdfiat a datelor.

Semantic Web este o extensie a Woltide? S6 Odz a 02 Lddz RS | SEGA
Ol £ Odzf I G2 NBf 2NJ Odz IodNI& & ¥ NBAULANIN aAS/YiySANE AQQIF AldkyAAE SY ||
Ol RNXzf NXB U SdnBristtatddibui imple@eéntaldatfost acelde a integra in nodurile SDN
AYyGiStA3ISYyldlr oOoFLINRBIFLS RS AyaStA3aSYyal FNIAFAOAL
Web. Demonstratoul { 5b S¥FSO0dz81 T N NHzi I NBI RIFGSt 2N LIS ol
(knowledge databasePl NB O2y UAYy S NFFR NNIdidirk Ba@dRIE EoRabtRe |a
NEGSEFE® 1 OSaid f dzONHz a$S N
oFT I RS OWHRNZKFINIS RAY YA @NH& dzl9N] a0KTR Y RIKIY RA X
LIS A Y FNIF aid NYzO G dzNI S NBUOSIF NBIFIf{NX F2ft2aAiAyR LINJ
I LI OKSGSt2NJ 65t L0 Yy ATNY GNF FAOdzA 1 ¢¢t 28
identifica interesul utiliatorului de comportamen ccent pe posibile fraudédcenarii teroriste.

§ BFEEAT ST N LINAY AYLX SYS)
N
R

—+
o —
ml—h

u

Arhitectura SDN pe care am fole&it OF LI NIGS | RSY2yaidNWKG 2 NYz
I NKAGSOGdzNTF {5b bHOtftlaAONH FNB dzy O2y (G NRBf SNJ C
manipuleze planukforwardingt (reprezentat de comutatorul S1) prin protocolul OpenFlow. In
FFFENN RS O2YLRyYySyisStodstrdtbls U i gz& SNSFK 66i28dzy6RED 3 LBEYA O |
ENIzi I NB | a20AFft NhbX OFNB I00SaSIcHI N o6FTtF-hoRS Odz
RSOf I yUNYR NXB Infenmeht&eaRSY | Nad#A €M dDfolosind Sesame, este o
& 0 NHzO G dzZNN Wi @+ Ulkdsnjpulaedidateid IR eésdnCeNDedtiption FramewerRDF
60T FGN LIS A Y @ckebiBaddndifs stodartihterogarda bazelord®dzy 2 UG A Yy (0 S
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‘ Knowledge base ‘ Sesame (RDF)
Semantic querry
methods (SPARQL)
Application

Routing on semantic principles
Rules definition

-
Packet inspection |- - ———-- Programming data flow
module (DPI) Cco POX Controller
Python
S1
ethl

eth2/ eth3

eth0 ethO ethO
H1 H2

Fig.14! NKAGSOUGdzZNN {5b &aAYLX AFAOI GN Lszﬂ mrzspwzu NEEI SasSvh
dzi A € AT SI T N YUdgazderQuenilSy sindhlade2 ( N NA
Oy NBUGSt St & cdmbttwreS &fGBIALONR ANI YIFGN 1 yASSE |
FlowTables [10]. FlowTables includ regié o LJ2 ( NJa @A NNEEE OUG A dzy Ab® h N
bLR2 0NRAGANBH | NJ Llzi S FA NBT dzf GF GdzAf dzydzA Ay G SN
I O0 A dzy S| ofetldectakzbhFI2 NBA NRb ORNG AB A ¢ I NIBBzvA diofiny 2
pachet.
Mai jos este un exemplR S RSTFAYAUAS | NB3IdzZ Af 2N RS € th-
baza adreselor IBIAR  LINR (12 O2 f: dzf dzZA RS NBUO S|
def addRule(self, address, toAll=False, dl_type=0x800, nw_proto=1):
policyAddRule = of.ofp_flow_mod()
if dl_type == 0x800:
ip_addr = IPAddr(address)
rule_group = (ip_addr, dI_type, nw_proto)
policyAddRule.match.dl_type = dl_type
policyAddRule.match.nw_dst = ip_addr
policyAddRule.match.nw_proto = nw_proto
policyAddRule.priority = 65535
tS tNyaN F6o2NRFINBF bOtlFraAONb F NB3IdAZ Af 2N RS
Odzy2UGAYUGS {SalyYS RAY LRGK2Y LISy Nz I SEGNY 3S

bOdzy 2 UG Ayl Kb LaSH LONN § 0 SYNSS/HON LUV A ES2 NJ. 6 1OTYS 2 BNISRE SO
/I Reading from the Sesame repositories

server="http://localhost:8080/openrdf - sesame"

command="/repositories/KBsocial/statements"

import urllib2

request=urllib2.Request(server+command)

request.add_header("Accept","text/plain™)

temporar=urllib2.urlopen(request)

result=temporar.read()

(...)

/l The SPARQL interrogation

URlIpref="http://expl.ro#"

interrogation2="construct {?a x:AcquaintedWith ?b.?b x:AcquaintedWith ?a} where {?a
x:AcquaintedWith ?b}'
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rezconstruct=graf.query(interr ogation2,initNs={"x":URlIpref})
acquaintance=[(str(x[0]),str(x[2])) for x in rezconstruct]
acquaintance2=[(x.rpartition("#")[2],y.rpartition("#")[2]) for (x,y) in acquaintance]

RezultatulinterogatoriuluiasupraO dzy 2 @ik Y NB I+ T RS 6 OF NB +dz F24aid vy

A o v e A

I NJ AYRAOI LISNBOKAf SNR&y Bl RENBHT B{LBIS( d2ZN b Odzy 2 UG Ay

>>> acquaintance?2

[(6H16, 6H26), (G6H106, 6H36),¢é, (6H206, 6H16), (6H26, 6H56),6, (6
In scop ilustrativfolosindbibliotecaphytonY' I G LX 2f A6X &S LRI GS O2yalNHzA
NEtFGASA RS Odzy2U0GAysEiN RAYGNB 3T RST OF ny ¥FAd

Fig.15wSt I GAl a20AFf N RS bOdzy2F UGSNBbH RAYGNB 3AFT RS LRI

C2f2a8AyR NBtIGAI RSGFEAFGN RS YIFIA &adaz |
NERANBOUAZ2YSITN G204 NI FA OadehiliareINGary aulfostRI&copetite 2 3
F2t28AYyR AYUSNRIIGAAES 6FTSA RS Odzy20iGAyliSo

wdzii F NBF  bol TGN LIS 02 ¢AS&dai b2 LBS iR RE RS RAS
' ydzZYAG2NJ LINPFAE NNRA S O2YLRNIF YSy i dzformk Upezi A £ A T
otT 1 O2yUlAydzidzsg dzA k NBadNESE 2N | O0Sal S RS dzi A
NEBfIFUOAAE S 0 R SntoSdeSWebIlatmiliagd),2af putea fi reutilizate nu numai pentru
D2 y U Aydzi dzt  Wipehthuybricé datlegat®d = LONIG S || dzySA o611 S RS

{2t dziAl N GNBodzA O2YLX SGFGN Oxuipra0@ iy # R § dzit 8z

paginilor web accesate de utilizatpeu scopul de @rofllal Yy dzY A O A leue)&etnplul dr pugd A

RSOSY A Sdh R&Y U OINF G2 NI LIS NR O dzirmgedartizpnalelSh NI NOW - G
| RdzyS Ayfe'-FlrﬁelNihftRsalzJNB St SYSyiasSt s YSOSaI NEX LIS ol
O2ySOGIGS f1I FOStS LI IAYA AYRSE!I i Seinterddadel | I T

(lawfull interception)O I NB I NJ LJdz{i Selbaz& tahndGilo8BDR . ( | { N

1.1.2.2. Implementarea de politicidéd | EI N3 UA O2y iNRBt ny {5

Implementarea prezemt G N [4] n (bopune extrapolarea¥ dzy” Odé PSQ (Policy and
ChargingControl)- definitN ~ &ahdardil 3GPP (3rd Generation Partnership Proje@)N (INSBRI St St S
IP (Internet U ACloud) utilizand conceptulde NB { $idfiSite software (SDNke permite
implementarea de politicUR f 32 NRA (G YA  linpleman@aredd®moré i NEktddl pentru
RSTAYANBI RS LREtAGAOA RS GFEFNB UA O2yiNRt LIS\
L2f AGAOA ITRFLIWGFGS RdzZLIN Y2RSfdzZ oDtt UA FylFfAT]
dinstvaOSIN@AT AdzySI F YLX N | F0SadGSA f dzONXNNacareaé (| E |
' YNYydzy GAGN 66 GAO1SUAYITE€0T ny GAYLI NBFHEX | FAS
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RS O0EWwWWRN3ISYSNIt RS £O0FtAGLF (Susistemels Aldhsate dedazziie 0 =
date implicate.

Cdzy Ol A A t BéomrBl PAC (BokidNR / Kt NHAyYy 3 /2y GNRf 0 adzyi
tFNEN ny NBUSRZIARSZIOFWdYROIAWARXY RF NRAT 0SS oDttd
pentru PCC, in UMTS Release 18 trecut la introducereaRS St SYSyusS RS NbusSt

6t2fA08 YR /KIENBAY3 wdzZ S CdzyOGdA2y v ny NBUOSES
t 2f AGAOF RS GPEQIDNEf rhitdaturliel simiare Isifit acum integrate n
NBUGSESES 2LISNIG2NAE2NE YFE22NAOGF OGS RAYUGUNB SA 7
tfFGF2NXYVSES LISYGNHz LRfAGAOAT OF NBdispogitivey 2 R dz
pentru aplicarea politicilor, fiindleseoriconectateU fa sistemele de taxartl hazele de date ale
o2y GAf2NE adzyd F2f2aAGS LISYaGN¥z I Fadzil 2 LISNI
I L AOFGAAES F2f2aS5Sa0 NBadzNE SériStateNdd drigefii,Sidcldzand S OA 1
O2 y & dzY dz RS RIFGS ¢ Oft ASyldzZ dzA = yA @St df a SNIA
O2y3SadASA Ul o

Aplicatie

Definire reguli PCC

Programare flux
co Controler Floodlight
Java

Analiza detaliata
a pachetelor (DPI)

eth0 eth0 eth0
H1 H2 H3

Fig.16! NKA G SOGdzNN {5b OS AYLXRYSiWERIPe 10M T UWIAHNA GA OA F
f

O2yGNRffSNI Cft22Rtf A3IKG WI @I UA y5¢tL

O 02y T A ShdaNdi feguls PCC include un profil 4eO (i Acdry’ 8BS T A E&itdtéaS
serviciilor (QoSp], taxareaJARINB f dzF NBI O2y G NBf dzf dzZA LISy G NHz | LI
Un profil del- O i @8/ mdate fi configurdtflosit in una sau mai multe reguli PCC pentru a oferi
dzNJY N (0 27 dXS3 (S - 2cgnbrdluRQil N GAdénhEliok oS, controlul tAkN@A\tA/ wC RS G S NI A
ONYyR S&aiS8S RSOGIFGN G EII NBl 2YKINEGA 1ad1di @ TANWA SL
FA20A1F 0SS Odz I ydzYAG LINRPTAE (GNBodzAS of20FGS al dz
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L Categoria:

G1: T=10MB/zi =
G2: T=20MB/luna —

Da =
A 4

N v - — Profile de
l m P2P (bittorrent,..) _l‘ e e trafIC 'l\n

| ' * Srouming — R, "~ functie de

ﬁ F1e — I L

o e aplicatie
i : il ey B , A

Nerestrictionat *restrictionat / excludere TOP URL

Fig.l7Exemplude profRS L YLJX SYSy il N8I RS LRt SOMOA RS GFEI NB
in controlerul Floodlight a fost activat firewaltf O NBX ySI ONYR RSFAYAGS
(NI FAOdAZ RAY NBGSIdz aiyAySido

Blocarea pe baza de aplicatie se face pe baza ntopng care @datde regulile tipice de
aLRGNADBANBE O0YFGOKUOU RAY {5b ONGNB yA@StStS adzu

== - ntop
C -OpenFlow

OpenFlow-enabled Network Device

DPI

Flow Table comparable to an Instruction sat

Action

MACsrc  MAC dst IP Src IP Dst TCP dport

1020 port 1
port 2

dop

local

controller

L2-L14 L4 -L7

Fig. 18 Regulile tipice de match ce se sciiu tabele de fluxuri la nivel de comutatoare pot fi
complementare de filtrare deachete pana la nivel 7 in stiva OSI
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1123. / 2y OSLIG RS &aSOdzNRGFGS RA&AGNRWDAZA GN
NBGSES AYRdAZAGNRALI £ S

{ SOdzNR G} 4GS NB iPSdistiiuite NI ARYWFOISALHINEE | £ BS & S OdzNA

2 LIS NI 0 A Befurithy)Sin salcotnpleST S St SYSy i St S RS aSOdzNRGIFGS

IT (T securith) RS2+ N5OS @dzf ySNI 6Af AUNGAL S lo@iddsaz N & A

ny i NSNHzLIS Fdzy QG A2y A G NicewaldBNA S ySG AR S Sdztf (- A Xy{IANGRS y

¢02y Ul A $Syslpkal EINBOF GAAE 2N UA AyaLSOOGAL LINE FdzyRN

YIEA YdzE G O2y GNRfE | adeBINREONYIRA QY ORDES2NDARSA $0IG NY
ExploatandoeneficileNB G St St 2pkapub & impleméentare de securitasoftware, oNB (dé |
St SYSyidS RS (AL qinmpenBriat digamic cldntaideNILiowzdstdnate
OSYGNI t AT G RS dzy O2y deN@tivagel@DN. 01 1 4 LIS NBGSES F
UnmiddS62E d6a.0 SaidsS RSTFAYyAG OF 2NRAOS RA&LRI A
RSONI ?dz;fODAAf S y 2 NIt S aidlyRIFENR IS dz/ydzA NP
3tT RN RS RSalAyrGASo
Iy OFT dzZ 02 Ydzy A inpldmertafes2uNgi akhjfeRtdd® & NJ& ISTOSZNRA G | S 6
MBs SDNpoate aducemulte avantaje cum esteU implementarea pe care am prezentatin [6]
Protocoalele SCACAarte folosite cum ar fi Modbusau IEC 61850, utilizate pentru automatizare,
ar putea fi implementateintg  NB UGSl {5b RAAUGNROdIZA GN®
@ yil 2dz AYLIE SYSYGdNNRA &S OdzNA G NNiBahputéadz { 5 b
AYLX SYSyGraS 1 YFENBAYSIE | lNSGSNJS@EIZ)\ EZYSNS¥7ESZ3/()E
este vizibil infigra19¢ t 2t AGAOAE S RS &SOdzNAGFGS | NJ Lizi S|
iar migrareaU X Yo NA O NBI dzU2 I NN I- RA&ALRTAGABSE 2N RS
n Y o dzy NoiirNufilizafe& containerelor Linux.
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ﬁi = SDN Controller =
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Fig.19 Arhitectura SDN tipd I LJt A OF GN LIS dzy aAadsSy {/!5! Odz
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SDN Controller (

} OpenFlow (
Op n vSwitch
[~~~ : .
Middlebox . Open vSwitch
= : =
N Middlebox
OpertvSwitcw
Op.-lenvs itch .“_'-M;dd\ebo-:
i Vddl b . )
Middlebox — /
\*k-‘,‘\\ Open vSwitch
-—-—-—-1-—-"‘--_

P
Middlebox @

Fig.20 Arhitectura SDN Tn implementarea cu controlerul OpenDayligh, cu
fiecare switch/middlebox ruland la nivel de containere virtuale

'Y AYLX SYSydGlrd 2 &a2fdziAS LISYidNHMz a. OANIdz f |
T A F dzNdgnkiduriaté 18 cefdre. Containerele LirDecker2 F SNN Y| A YdzZ 6S | g1y
hardware comun "déa raft" (Commercial Off The Shelf h ¢ { 0 Odz Yl A LlziAyS OS
ydz ySOSaAGN yAOAdzy aipefvizasilt SRy ALIBBDAFT JF VI SBBGIN
kernetul Linux Tncepand cu versiunea 3.4.

[ -/ NBLNBTAYIN 2 YSGi2RN RATSN dpBrareR Aces@ A NIi dz
permite mai multe sisteme Linux izolate (containere) pentru a fi rulate pe un singur sistem de
2 LISNI NB Jiddt RN T RENF & I dzNOB FAS @it deSNT N LINRaQISAE2S/E | 2NNS

Un container Docker poate porni extrem de rgpakea ce il face cel mai bun candidat
pentru scenariile déprovizionaré (furnizare)lacerere/ 2y it AYSNBt S [ AydzE 27FS
o0dzyS ny O2YLI N} GAS QidkdyiUALRAINS OGN NG dz2Sty'Si NBE 108 A
unorelementedet T A2yl £ S &2FG 6 NB YI A LidziAy O2YL}X SES

SDN Controller
OpenDaylight
Docker
Container OpenFlow

Docker Register

deployed on

demand as

Middlebox
{5b RS G8adl NB
t SYGNMz + &AYdz I YFA YdA 6S y2RdzZNA RS NBUGSE
mediudel S& 4 F NB O2 YLidza RA YWHz SV¥ I BRAYAO/ @ENTirda f B N NaBN
multe containere(figura2l)® t Sy i Ndz ON | @SFY fF RA&aLRIAGAS 2
folosescVMsLIS Yy (i NXz | &AYdzZ | 2 (2L ¥MNE RISkmBGESF Odz

de operare Linek ¥2f 2a4AYyR Y2RdzZ d2f RS GANIdzZ £t AT NB YSNY
RAAGNAROMzGAS !liodzyilGdz LIS cn RS oAl

al UAY At S GANIdzZ £ S Nuza@atE oN Tdeyl a8 GROAYAL4E@ 62driS\|
UA FASOFNB I Pdfiecar®VMiamnnst@dat unmbdal eitch virtualizat open source
numit "open vSwitcht ddzLJN ONB I NB> G 2FGS O2y i+ AySBdsidzZRS L.
local. Switchwurile vor fi legate folosind tunelurGRE (Generic Routing EncapsulatiéGtentru a
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BtS arddd a
AaSPd [ 2YTFACS

LISNX A
ny aNB

O2Ydzy A OF NBI n
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[ ti-br ]
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o) R $gurd R0
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( lfm{ )

Tunnel GRE N svitch L2 [ vocker container (w

Switch-to-port Ethernet Link Ethernet interface . Server

L3 Network

Fig.22[ SING dzNN @ANIidzZ- f N RANBOGN nydiNB R2dzN LJd:

CASOFNB AyaidlyiN @{ ¢AilO0KunBBiGAK dpartanerbZNIAS FORYY
celelalteVM-dzNRA @ Cdzy OUG A 2 y I £ A (-tinlcéhtainea Dockér ZdieSpoatefi ifixafldl n vy
OSNEBENB® 5dz2LN OS O2yiGFAYySNHzZ SadaS LR2NYAG Odz |
AYUNRBRdAzZAS ny O2Ydzil G2 NBt S GdbdMidz- £ S UA GNI FAOd

/I NYR O2y Gl AySNYzZ SaidsS LRNYyAG:E 5201SNI @ 41
FA | (dridgéulidodkdrO implicit. Un exemplu cu 2 containere conectatdridgeul implicit
esteprezentatin figura 2.

5dzLJN  OS O 2 (swirth)siing hrégBtfat®la controler, toate pachetele primite de
switch-uri, care nu se potrivesc cu nicio intrare in tabelul de flux, sunt trimise controlerului care ia
RSOAT AAE S @2 NBayLddhel  NSINeHEENSLI2 | S RSOARS flaxNal A y i N
O2Ydzi | 2 NHzA dzA & dz aN NBydzyisS I LI OKSGaod tS €N
care pot fi utilizate pentru a configura automat fluxurile dintre containere. Acest lucru va permite
bLI A OFGAAE2NI {5b aN TideMi/ AQ 251 TS IRMNGH BA OF f @&\ I AR

A2t AOAGNNRES dziAE AT G2NRE 2NJ

M= OPENDAYLIGHT  pevices  Flows
Flow Entries - i
Flow Entries 1.0.0.38
- .
Flow Name - Node @
Drop_VM2 VM2_sdn-br3 E E
A 4 Page 1 oft p [ 1.0.0.1 ] i/-—-\E
-—
1ooar)
Fig.23! GAt AT I NBIF | OStdzAl UA O2yGNRBf SN hLISy5F ef A3IKI

Folosind scripturi, puterh y" & { donfainréle Dockein oricare dintré/M-urile disponibile
UAZ ny +FOStFUA GAYLE F2ft28AYyR !tL FdNYyATFGS R
LISYGNXz I AYyGSNO2ySOGIF 02y il Ay $Bifiofare RAQS ayTh ONdzG
MBs ! LJ A Grdustiiale fsgcificepot rula la nivel de comutator, prin punerea in aplicare a
LINR G202t St 2N AYRdzZA GNA I £ S 1 lipmodkiséal liblegsBB50Bodfi L Y LI

26



Teza de abilitare BNf Iy ¢Addz

~

implementate la nivel de container cu avantajul de a exclude problema interofiedaldi N U aAal

NGAA
RS 2LISNINBE:Z OFNB SaidsS NBI2ft@IdN RS 5201 SN®

1.1.3. { 2 t whiitrk drchestrared) dutomatizarea ehipamentelor deO 2 Y dzy A OF G A A

Partea deO 2 Y dzy htégrafeAintludel2a 02 YLR Yy Sy iN SEGNBY RS AY
din punct de vedereF dzy O G A 2 &int pinct Rié WeHere al performaa € 2 N 5 daJN  Od:
NEB Y I NDih {cazull dchipamentelor speciale pentrd N & dzNJakBétrilor NB (1 S fd&S £ 2 NJ
O 2 Y dzy m@bHelirh dazul 2 6 A f LASR BlAltd échipamente dedicate afost folosite pentu
teste aleO 2 Y dzy AIDF G A SA

Pentrur NN a Lddzy RS | O &épiogudaidolpiaida2itdidat dN isafnévork)pentru
standardizareaonfiguN NKM | 3 NS 3 N NaFedhipamenteltded S F $ O R Y asifekiazat G A A
I 0SadasSr aN LRGN FA 27FSNasa{SS N AIGINR 2RSS OB N ILNE {2
serviciilorCloudli NI RA G A 2 y I £ S dacdstéi 8afirktS aR Sy RBLIF G §faS I dzNI 2
de asigurare a accesului cafascindet O2 YLX SEAGE G S Aunlsdt GeYedps & NNA K G A
standard care sunt independente de furnizor.

Il RSONNI dF LINRP@G2OI NS SadsS RS F FaiadadaNy Oz
SOKALI YSY (S OFNB LI NIAY OKa proplinema2eNstadrtizars a T dzy
F2adG €S3aAFGN RS R2LIGIFNBF adlyRINRStE2NI b¢! C 6b
mai jos.

in [7] am prezentatdezvoltaeaunui YSRAdz RS GS&aGIF NS ny OFNB L

A ¥ oA & A

AYLX SYSY(GFNB + F2ad NBFEATIFGN ny OF RNHzZ O2YLJ
testare al Oange Romania.

t SYdNHz I @FfARIF az2ftdziAl | F2adG 02y FTA3IdzNI GN
ny 0Said ao0Syl NARdzZ dzy ¢S NPy dételetamizyph PDadddayidzt |-
dzi A€ AT G LISYydN¥z Sydz F NBF | R2dzZN St SYySyidS RS N
{GraArz2y [ 2yaGNRBEESND LINRY NXz F NBIF | R2dzZN aO0Syl N

Src. [HiAlarm] ey

LW [ = S

-7 1

| Tester from client ro1v02n1

@ STATE: Remote Access 0:00:01
L

, s Protocol emulator
/
* Iﬁ Application ling Fil
() . m
- Gb > :)(: HLR
- ironment version 3.00 ...
BSC K Real SGSN &

Protocol monitor

Fig.24Mediudetesh y 1 SANI G LISy G NHz FR.2NRWSIINBED f I RA &G YOG N LISy dN

{Aa0GSYdt RST@2tdFId NBLNBIAYGN dzy YSBAdz RS
manager de resurse pentru resurse eterogéhd@ S o T ST T N LIS yag 3ty Eis@z2 v OS
OF RNMXzf GST SA RS R2O0O0 2 Nleierogefeé2dt dzi AA RS Y20Af Al

.

[N [ N\

Implementarea ar@lzNJY N { FldyXii3 2y f AGNGAY
T 5SAONASNBI 3INFFAON F (2L2t23IASA RS 8C&deNINB
2NR Sy il G Nc¢RLINSNIA Siivdizte a8udh imediu de creare de servicii (Service
Creation Environment SCE)
f hNOKSaGNI GAS RS (i S-dniderNsSt DITRtEsTe kafetrbidbie efettGates S FA C
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f Management optim pentru resursel® S
RS

Fo2NI G2NJ ONBadzZNES Y2U0 S,
AY FNI aid NUzO G dzNN ¥

tlo
GSadl NBo

1 Programare / Rezervaresurse
f LYLX SYSYGFNBIF Fdzi2YFGN F O2y FAIdz2NI GASA LIS F
1 LYyOftdzRS GSaidl NBF RS I RAdpareytillN UA O2y (G NRf o
e e ,4--—'\_\ - = -
XA XIA—
NodeB RNC

yiGSaNBI

Fig.26/ 2y ¥A 3dzN} G A S RS )
Y dz dzii 2 Ndz S

02 YLMSV&N NS
NEB & { dz NBUSE SA J

YSyGSt 2N LEA

Uy ¢
O
o
N
o >
O Z¢
A

Teste efectuate:

Teste de trafic (http, ftpRTSP) 2G/3G tip abonat

Proceduri Pcket Data Protod®DP multiple; teste de tipLoad & Stress

Teste directe de tunare

Teste dehandoverinter SGSN

RecupereeDD{ b RdzLIN (G SadisehS RS NBaSial NB

agrwbdE

’s"é_w’o\ _P GW
XAl XA

Fig.27/ 2 Y T A 3 dzNI Wiy SEENBG &G 2002 YLy Sy i N NBFE NZ SHaRS. OF
NB &G dz NBOSt S Adivéseldechiparfent©lgia | 2 dzii 2 NHzt

Pentru dezvoltarea sistemuluiss realizatU & A y (i S BRI @ Bedonfigurare (Service
Creation Environmernt SCE) in mediul de dezvoltare Java Spring cu resurse web folosind metode
HTML5 pe baza framewodef dzA t NA YSTFIF OSasx A8y LI SYSy (il NB RSaol

Mediul de creare a serviciilor (SCE), diferit de middlevhrexstent in majoritatea
LI FGF2NYSE 2N / f2dzRkLIF{ OFNB 3SaiAz2ySIT N R2FI N
dzYo NBf NI Ay aGSaANI G2N LISYiNHz aSNBAOAAES RS AYy TN
reale "clasice".

Deoarece caracterigtile oferite de PrimeFaces pentru a descrie caracteristicile Test
hNOKS&GNF GA2Y ORSTFAYAUGALF UWABKHE 8z2NHz2X B NSO S D dzA 32
AYLX SYSyGldz Y RSOA& &N AYLIX SYSYUOUNY dzy KAONR
implementate in Java Swing, dar integrate ca Java Applet in p&fia (Service Creation
Environmentp ¢ 21 0SS OSf St It 0S LINNIUVezultdteSau fask dervSltatelzh dza

A

t NAYSCFOSad t NAYSCI OSa SaiasS 25 EaimoytRAS2 (LRGN 620y
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{ SNISNJ Cl 0S&auvsz 2 &LISOAFAOFNGAS WIF G LISYidaNdz O2y 3
LISY i NXz I LX AOFGAA @S0

Oy FLXAOFOALF {/ 2 108 OB pEY ARESANS NBli 02 YLR)
suOSay aSNIWSN) UA oFT N RS RFE(GS a&{v][ TDiREWHSNI f :
wSY2GAy3as OFNB LISNYAGS YFA YdzZ G2NJ dziAf AT I G2 NR
t 354 OFNB LISNXYAGS OF O2RdA v @hoBAN2 FISA 31OINR.
Fdzy OGAA RS | LISt -RENEBEHYE WIHEE({dZNAREK Fdry GARS WI O |

ydzYAld AYyO@SNBR !2FE0® ! 2FE FdzyOliAz2ySIT N LINARy 3§
/| KAFN) RF ONGONRAAS I H INF M ONRGASNE ny NBFEtAGEGSE
5SAONASNEI Ay TNI &l NHzO (figizdIRs) In cazuNgoSrU sokkcitalRSeste |
de a putea "draganddroph St SYSyG4St S RS NBUSI o6ydzYFA LIAOG213
NBGSI |t dzydzh vy 2 Ro £2QBSYOAIFIALDS (i 2URANY AINBHWIMRANNOH 5 S | 2
LI NGS AYLERNIFYGN SaGS LI NFYSGNRTIFNBIF StSYSyidsSt
Parametrizarea poate aveAA @St dzZNA RAFSNARAGSY ALISOATFTAONYR Yy
SCEUX NaNyR NBalGdzZ O2yFAIdzNI GASA OF 2 &l NDAYN
solicitarea de serviciu sau va merge in profunzime cu configard & LIS OA FA O NS A Y
I RNBasSt 2N Lt X alBspdciichéa pratdcyaglorida UtilkMNIFaza8 &) parametrizare
' NJ Lz S Ay Of dzRS LISNE2Z2YFfATFNBI LI fSGSA RS S«
telecom reale, echipamente de testare, servere de aplidaA 0 & dz LI2AAOAf AGEGS
FASOINB FdzyOUAS RS StSYSyild dzy Fdz2NYy AT 2NJ &l dz dzy
disponibile.

tFNISEF RS 2NOKSAa0GN}GAS RS3eaki S
automatizare.t NB INJ YI NBI (S adieSuforficRISU AR ST & QO #z6 | NHzfG Sa (0 St
precumUBIR2 8A0Af AGEFGSE RS yI@GAIINB | NBT dzAf GFGSt 2N
este posibilitatea de a defini un dispozitim test (DUT)}- n &®Sad FSt= LIS o711
elementului DUT, sunt disponibile un set de teste.

Un avantajal NB G St St 2NJ RS GStSO02YdzyAOFGAA SaadS NI
LINBYAAN |+ YIFylF3SYy (i@ bfAr JAAY LA S E SG NL SN S (B1£ VSF
elementelor sunt predefinite, precur) fluxurile de mesaje intre elemente. Acesta este motivul
LISY i Ndz OFNB UA (SaidsStsS N LdziSF FA RSTFAYAGS R
1SaidStS RS Ayl SNIGPRSNTunbeyfing NBE§ #i Q24 DYy i NS St SYSy
LI OKSG St 2NJ F NJ LIzi S FA LINBRSFAYAGS al dzZ RS | &
S6.

VVVVVVV

4
8

t 23S OSIF  YIFA AYLRIMAISYBEW: NE&Y/ ORMNWTF 2NN G RAT 21
serviciului (un rezultat £ § dzi dzZNP NJ | QUG Adzy Af 2 NJ RS O2y Fds@ dzNI NE
0NRA RBANIS LI I §7F 2 Ndahages & desutsblcamBNSdnyS YSY 1St S RS Ay T
O2NBallzyT NG2FNBE ONBIFfSY SvydzZ FGS &l dz GANIdzZ £ A

v A

G602y FAAdzNF GA AYGSNFSGEST LI NIFYSGNROD UAZ R asSy
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Options 4 .I.File' Edit

~ Topology ﬁ
Tll MME
|ﬂ Pew I
AN S

g~ 3 N
Fig.285 SAONASNBIF @Al dzr t N F G2L12t23ASA ny {/9d ¢2L1f 2

¢21GS StSYSyiGaStS NBLINBITAYUGN NRf dZNA ¥ dzy C

AYLIE SYSY G NBF

AYFNI adNUzOGdzNF RS

un elementd 2 dzZR NBLINBT Sy i Ny R
SaisS O2yaAiARSNI

deoarece FD 2

O2y FAIdzNI GASA

LIS Ay FNIF adNHzOG dzZNN

AAAAAA 6
(i SFagird28,.JR®W [Patket Ganizy) eSeicinSctald 1 A 0 A
dzyy SYdzZ F G2NJ OF NBE @I 3.
ny [¢9 LRFNIIF RS | 00Sa

Toate elementele pot fi parametriza®e N O N vy Reliclecfoglzama elementului.
De asemenea, pentru fiecare element avem posibilitatea de a accesa consola de

echipamente prin acces shell

{ {1

62RIGN OS SOKALN} YSydz

Odz NI

de Managerul de resurse). Meniul SCD este organizat in trei categorii: Topologig(fifiesae29)U A

Rezultate.

Test configuration

Test name Status Scheduled on
s HTTP Application Test iclle: 04/1172013 11:41:27 @
Inter GGEN Handove idle 04/11/2013 11:41:27 1@
Test Detail
Direct Tunnel Nerme: HTTP Applicalion Test idle 01172013 11:41:27 1@
Trattic Test 26068 e idle 04/11/2013 11:41:27 1@
Mutliple POP Lodas)  Tumber of users fo idlle: 04/11/2013 11:41:27 @
Ramp up value; 1]
Reset GOSN idle /1172013 11:41:27 1@
Sustain time [s]: 6000
Reset ehodeR idle 04/11/2013 11:41:27 1@
tterations: 1
Reset SESM idle: 04112013 11241127 @
0K
Reset router idle 041172013 11:41:27 1@
Reset switch idle 041172013 11:41:27 1@
Run
Fig.29 Orchestrarea testelor include® B G N RS GSaidS OFNB | NJ Lzi S FA &St
LINEINF YIGS UAz RS +FaSvyS8ysSis &dFNBlI GSa
In implementarea SCE, comunicarea chgrf NS NJ dziAf AT ST N R2dzN
clientul va genera o solicitare de serviciu de tip "N&tiNJ / 2y FA3dzNJF GA2YH UA a
RdzZLIN LINE OS&F NBF &2f AOAGRNNRA Odz dzy -a[ RS GALI b
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{2f AOAGI NBI LJN.BTS)/GI-GN YI A 22a I Ay Of dzR S F
serviciului;

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<NetworkConfiguration>
<AuthenticationData>

<t Name>Test</UserName>
<Pas rd>test</Password>
</AuthenticationData>
<TestSchedule>
<TestStart>2012-03-29T23:33:32.2644+02:00</TestStart>
</TestSchedule>
<Route

<Router DisplayName="DNI" HostName="RTI" ID="1" Vendor="Cisco"
Version="7200">
<Interfaces>

<Interface ID="1" IP="192.168.8.20"
Mask="255.255.255.0" />

</Interfaces>

</Router>

</Routers>
</NetworkConfiguration>

-~

1.1.3.1. Abstractizarea / GeneralizaréaOK A LI YSY 1St 2NJ RS NB G S|
"driver"

Py FE0 FasSod AYLERNIFYyd Ff NBGOSE St 2N SGSNEP
AYRSLISYRSY(ld RS Tdzy Ol A-fizf 5 RAIEONE A O Y LIF 82MF § I B NBzE €
standardizare FdzNJy AT FGN RS be¢! C o6bSis2N] ¢Sad ! dziz2 VYl
dispozitive generic&) drivere specifice pentru automatizare. Conceptul de driver NTAF era atat de
ASYSNAO nyONiG | @S dzy SESYLX dz RbeaRdaB®W S NUA LIF 2§ 025
ca protocol principal XMPP.

t NAYdzZ aSi RS aamSnpanedtad Idi AFA2 aL3S HAyNS IfASR G NI NS+ X
instrumentelor"U'Modul de automatizare a instrumentelor”.

| WT& Toasser Diervo [isen bia_foeste 13 iove-100208-iniaf el 5. | e o ] |
Fin Acticm  [ubug

Beiing: | Mordos | Log
Arcoand

Wsarrasana: [inia_bogiber] Server [mee T00GTEH
Pacireed [da_lanibaip Serecs |
Fvsoe | niad_ders
[
Aksbaies
e Saiz ¥ LA |
Logade | bl
P 7 [Z3
Arfanr

Fush [IHIRE) [Eems [venicn 1.0

Fig.30/ 2y OSLIi RS RNAGSNI ISySNAO: RS SESYLX dz LISy i NI

Folosit anterior cu succegentru camerele deli St S O 2 yXMBMNJExfandible Messaging and
Presence Protocol) a fost propus de NTAF pentru autom&is I NB G St SA X NBdziAf A
NBEGStES az20AltSo

Oy AYLIX SYSyYyGlINBI y2FaidNNI [U8paikzd giank XMPR. LISy C
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9t SYSy:iStS RS NBUIOSI k2dz bINSAIES | | 8T8 f INBHNS 3 HANS/ R
AYUSANI 4GS SydzYSNIX dS ny fAradl RS3UOR yafr ONSY d SEAS |
n publicN & kK IRMEBRIILIZ ¥y A 0 Al @ NuiilididSXMpP. O+ LI

Oy LY dzas LiziSY GNAYAGS O2YSENEl DUNNE RBz/ QAIBROK A B
XMPPto-SNMP pe caredm implementat.

Q openfire’

Fig.3lL YLJX SYSy (Gl NBF O2YdzyAONNARA - att Odz SOKALI YSYyidStS R
RS NBGSI SaidsS I O0SaroAft LINAYy tAadl RS O2yi

Folosind standardul NTAF prin protocolul XMPP,aatomatizat diferiteresursec reale,
emulate (imagini Cisco Dymaipa 0 UA @ANIidzZr €t AT FGS 6AYIFIAYA OANI
metoda de comunicare cu fiecare dispozitivafigf A G 1 NN UA Ay R SOLUINPRRSAYGINNG 2R\
dispozitivului) deoarecem-am bazt pe drivere (plugins).

tS oFTI OStdzAlUA 02y OSLIE RS RNAGSNI 602y 08
succes in cazul instrumentelor virtudleh f a2 G YRENRASNNE A S LAANI dzl £ S
SEA&AGNT RS aSYSySIyiNEiRRSG NINBENT WNB A £ 185 LBt SA

t SYGdNdz I LISNXYAGS SE G S\yva x oSAviSxfihlE AN S | Briphicét 271 YNGR+
dinamice, in special Groovy, care permite definirea in continuare a corfigu&Al G F2 NY SA
f 20dzZ dzA = F NiBIBredistribdi R Yy Y I$12AIS a2€f dz2iASd ! OSIFadN |
2LISNF G2NYzf dzA AN | RFdzZ3S y2A SOKRN V2SWINS Ri2 | dxld di
f AYOl 2dzf dZA RS LINRP Qocdluk 2y I NB ySOSal N8B 1 Flal

5 dzLIN aGdz¥ NiputaR2xn @ 2 f dzi A+ Ay (i NB R deeSntrdrugildzibruls i NI d

FAYLE UA SOK)\LJIpYeSeyftaEdszf Sy GBrfys QRS dB G S St S«
D{a UA oD0X Odz a02 L Sy NI RF BaaNY & zRINKA NS I |
hardwaredzt dzA UA | L2 A | dzu2YI )\i FNBlF nyGNBIAA AYLI S

h Fft4N F02NRIFINBE RS Idzuij‘élf Oi2 IYadBUl Y & & WXk Sili $S A NE 8
RSAONRAN ny @dé
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Generic
capabilities
Groovy Specific
module capabilities

ExpectJ
module

Fig. 32 Abordar® 2 Rdzf F NN RS | dzii 2 Y| { Aetom N diverséSny&erdedscipting (G St 2 NJ

1.1.3.2. Realizarea de apeluri VoIP utilizand un server IMS (IP Multimedia
Subsytempvandca suport NS (SSrtdzt | G N [ ¢ 9

ImplementareaR S & ONJX afNa in§/ ROBfA6DG KiWNE G S LIS La{ LISyl N
wS O Sédetric S&GS F2NXYIFGN RAY o O2YLRYSYy({dS LINRARYyOAL
AYLE SYSYy Gl GN ny h@Eolshd mdddie re@)ecly medinl Oxtends tare include A
platforma OpenIMS.

OMNeT
Network

External
Network

Subscribers
Network

Fig. 32 Componentele demonstratorului pentru VoLTE folosind IMS

Open IMS Coreste o implementare open source edementelor IMS Call sessionControl
Functiono / { / CA 0 U AdedicatalaghdziA ERBIUIBE NI 6 R doyhicilelg BiSSHatde ¢ RS
Subscriber Servel NB F2NXYSIT N nYLINBdzyN St SySyisStS RS o
Este un proiect al Institutului FraunhofédFOKUS ® NE n UA  LINBdulias $n péigsjul dzY LIt
software @QJS Yy { 2 dzNDS OdURE GEY IR0 St NOSEAOAT N

Pentru a adapta mesajetemiseRS I 2 O02YLRYSYyidN RS NBGOSI
au fost necesar® 2 dmddieri, un router NAT (Network Address TrariskatU dén router RIP. NAT,
I UL O d2¥izibilSia Big3x | F2ald F2ft2ari LISy G Ndz | RANBOIU
G§StSF2HyS {Lt owS0OSlkdzr o2yl GAf 2NUA Yidi | didzdo NBE DI
subY2RdzA b! ¢ a$sS o1 SFHIN LS dzy aSi RS IRNBaS YlI L)

Pentru simulare F 02y F GAf 2NJ OF NB dziAf AT SFT N &SNIAOA
SIP:  AlGSS hLISYL/[AGSS '/ eddadz/ [ ASYAM fASYINEES a2 &M
02y OSLidzi N LISy i NEerihdeld yNIaY{Sii NAGNYNS O2 Yy TA I dzNI G A @
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Mesajele SIPsuii ny Ol LJadzZ I 6S ny GNFY FAOdzZ D¢tz ny 7

Masina
virtuala
OMNeT
192.168.1.x
Retine purtul si adresa sursa
& Retea interna ?feua).TE 192.168.1.1004@
Router RIP Roter
192.168.55.102
Port sursa: 5060 Modulul NAT
Port destinatie: 4060
E0OPENSOURCE!
192.168.1.2

Fig.33! NXK A (i $0anhsizAldMVoRTE folosin@MNeTU @penIMS

Simulatoul LTE implementat

A N s oA AL M

habS¢bb SaiusS 2 o0A0BKESR SQ@NORSNEA Y @zRdZNBE NN&Eb O |
un cadru¢ ny  LINA Y dz NNY R LISy i{iNdz O2 yBomdhhALNEBEPS askteY dzf |
SEGNBY RS @glradsxs RSOA ydz 'Y AYLX SY SSmiularéa 4G G S
LTE4 FEFG LIS AYLXESYSydl NBF aSyyrt Al NNAASZ RIFEN R
F2ad AyOfdzaS UA 2 LINIOS RAY LINRBG202If St S LINKGA
Am implementat un set de "modele complexe", bazate pe modelul INET exigtehtsiv
LINE G202 fS UA AYGSNFSOGS LISY(iNHz LINAYOALN £ SES St
Equipment, eNodeB, MME, HSSGW U P-D2 @& -pdutditele "module simple" pe care ‘em
implementat sunt incorporate in modelele complexe, dgsgfiR A Y I SNFSGS RS LINS
AYUGSNFSGES NIRA2I Odzy | NJ FTownoddldl RTzRatib (utbiZzat{pentlbUEY |
pentru comunica A | eNddeB), S1AP, pentru interconectarea éNBIME, modulul DiameterSé6a,
utilizat pentru comunicare®dz | { { ® 5SaA3dzNE Y2Rdzf St S AYLRNIIY
GTR U AU, d@eodarece traficul SIP de la utilizatori la iM$le interconectare, a fost transportat
la planul utilizatorului LTE prin incapsulare &ITP

Ed

channelcontrol

@ﬁ/ﬁ

mﬂ;ﬂ

&
sgw pg ripRouter standardHost

i,
Ui,
il

(=4
m
]

enb

Fig.34! NKAGSOGdzNN [¢9 &AAYLEN AYLE SYSydtdN ny o

Ca exemplu pentru un modul complex, FBF I NI G4 N Y -BW Spe dzre -4m
AYLE SYSYGFG ny habS¢E Ry DadEld @& rutase REBRIES & O § A D¢ |
Majoritatea elementebr reale au un set de comenzi specifice furnizorului, astfel incat acest modul
CLipecareH Y aONR& LISNX¥YAGS OF 2NAROS StSYSyidi RS NB
printr-2 Ay (0 S NJr-likel.Nou figsii inplemBnilate comenzi CLI specifice,piincipal pentru
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Y2YAG2NRT I NBIF aldz AYyGSNR3IFNBF dzy Ndmanilk ¥ i NS | & N
ONAETS dziAf AT FGS LISy idNHz Ha uhnfoinénNdatdd niveludAGE/E DeNR S
FaSYSYySIYE ny a02LdzZ Y2yAG2NAT NNAAS (§OLIRdzYLI LJ:
captarea pachetelor.

otificationBoard 3 I'A:I
c cli

= / =

interfaceTable

eéq—b |

routingTable tunnelEndpom #

namTrace

subscriberTable " " "
ppp[sizegf(pppg)] eth[sizegf(ethg)] ext[numExtinterfaces]

Fig.35Modulul RGW implementat in 4Gsim

{OSYIFNARAES GSadladS AyCXodiRt i UNBIBS I dBOKA CY XY
adresei IPUR Y NBEIAAGNI NBI fF hwLSyLa{ {Lt {SNBSNE S8
PingApp existent in OMNeT, dar scopul demonstratorului a fost scenariul Voi®-end, prin
NBGSFdzr [¢9 UA NBUGSIFdzZ La{ ®

Oy &02L) SRl GA2y Lt (2108 Tt dzEdzNAE SURS Y Sz
YABSEt RS LINRPG202ft {LtX AFNJ O2yFAIdz2NI GAI SfSY
AYLE SYSyGlFrGNo [ yA@St dzZ  hskiteyen,dnfedistraradz utiizatdrilor Y 2 y
SIUXS&l 2StS AYGUSNYS nyidaNB 7Tdzy OGCSERGSCRECSCR.Y (I NP f

1.1.4. Platforme pentru servicii d® 2 Y dzy multimeédia &u scop academic

Unelea 2 f dzD R X dzy Audostidezioltatdn scop educativ sau din perspectizcaN3B N NJ
de servicii pentrtbz Y dzy LJ@Vﬁ' Nz dz['] AtAT 2NR k Oli d@lﬁl‘déﬁf@\iada Oy
RST @2t il GS Odz a02L) SRdzOF GA D RINJIFO2LISNAYR (SYS
{ 2t ddée O 2R tr 8zy prpusé pentruS RdzOOK RIBI NI A YI NB AYLERNIFYIGN
I OlGdzt t N F dzySA &20ASONGA (G20 YIFIA 2NASyGlaN a
I OO S tUSdhaniidvnia COVID 19.

h LINAYN AYLX SYSYyGFENB 2 NBLNBITAYIGN 2 LXLFGTF
Webwe¢ / Ay 3dSaANI OGN Odz |t 4GS | LI-dkNW GUM RS ReloBhBpl& IS0 NaRS
pe Of A Qypiteke de calcult O N ("t Blients"). WebRTQNeb ReallimeCommunications)
LISNXY¥AGS ny@RbdIt SEIRSRA F BlizWy @FHENVGNGA UA ALINR2AY
I 0SaidS b ay2AdFSHE ATIRNBAA T 2 NA A R 8 NaBdbafoaréld cx idi8. n U A

Figura36detalid N S@2f dziAl Y2RStf St 2NJ RS 02vYdzy A Ol NB
intimpreal-YI A LINBOAAa O2YdzyAOF NBIF @20t N0 RS fF O2Y
web.

2Sowe¢/ SaisS 2 02fSO0GAS RS LINRG2021tS RS
I LX AOFGAAE 2NI OF NE LISNXYAG O2 Y dafoALdSSNBH  LyyF 2 INXY LD
trimise direct In browseb) djung la partenerul de comunicare prisgr A Y G SNFF GN | ¢ ¢t {
Transfer Protocol Secur® ® | LJ A OF 0 A A f Scei 3c8se n JavaS&iglyTHILSR &int 2 6
procesate de browsere folosind A®ANA £ S 2 Sowe¢/ LIS OFNB S AyidS3al
FTdzy OGAA RS 3SaiGAz2yI N8B | 02y SEAUUNMN ANEtwatk2ARdke$sh O | N.
Translation).
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Metodele VoIP sunt reduse la minimum, fiind expuselcaJt As@npléQ ftegrate cu
Ay i Sigatsia8l g { ONALIIE | ¢a[ &aldz /{{® ! OSaid &aASNIBAC
(de obicei atributul sistemelor dedicate PBKvate Branch eXchange).eAta este motivul pentru
OFNB O2a0dz2NAES &adzyid NBRdAzaS aSYYAFAOFIGAGE RS O
chiar pe QoS (calitatea serviciilor oferite). Un alt mare avantaj pentru utilizarea WebRTC pentru
AaSNIDAOAA SRAGINDADYKRES KF5(1O2FNzya OFNB ny GAYLI N
a2t dziAA a2F0G6INB ftAONI 0S RAY [/ f2dzRo

Comutatia de circuite Comutatia de pachete Comutatia de servicil
tats - i ‘ —
- orientatd pe conexiune - independentd de conexiune, orientatd pe sesiune - streaming ca simplu transfer de date -

T1- ~ 8

X A

Cerere Raspuns Cerere Raspuns Cerere Raspuns
__Caledecontrol _ CaleadeControl |00 RS
Semnalizare Semnalizare SIP Semnalizare
/ N e
’ = Interfatg HTTPS Interfat}. HTTPS
4 J{{terfata Interfata N . Javascript API Javascript AP NS
‘ . ‘ . Calea de Date '. Transport Peer to Peer
@ @ Transport RTP-RTCP SRTP
Browser Browser

Comunicatia clasica

*Necesar de conexiuni fizice stabile
*Timp mare pentru stabilirea
conexiunii

< « Datele sunt transmise prin
*Taxare la durata

intermediul Internetului

* Protocoale dedicate si interfete
speciale

* Taxare la volum

* Datele sunt transmise direct in Browser

« Aplictiile sunt integrabile in alte solutii
Software prin expunerea in Cloud a
functiilor VolP

* Se taxeaza calitatea resurselor utilizate

* Protocoale nedefinite

* Metodele in timp real VoIP sunt reduse la
minim si expuse ca simple API-uri

« Serverul de Cloud preia si functiile vechilor
centrale telefonice
Nu mai este necesar un software dedicat

Fig.3609 @2f dziAl Y2RSt St 2NYyRS EMIMMMC@IC&TCN@Z Ve WNE O It i BA
Scopul demonstratoruludescrisin[11] F2ad RS | ONBIF dzy Y&SRAdz :
¢éCircui€ aduce video HD, voce, partajarea ecranului, mesadeid NI | 2 NB - Sing#rA UA S|

panou. Toate acestea sunt foarte utile pentribdf G F2 NY N [$2RdzOF GA 2y | £ N
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[ dz G2F3GS8S 10SaidSIzT LISY(dNHz O2y ad NUzA NS I S I LI
AN} FAON RS dziAft AT FGd2N) RSRAOFGNE AFNJ FAOA FASOI
F L3t A OF U A feExe@plizYMobdN] Iifplug, todte ABAINA € S 2 Sowe/ | NJ WANS 0 dz
NYO2NLI2NI GS ny LXAOFOGALF dziAf AT FG2NY¥zA dzZA FAYL € d

Elementele folosite in implementare sunt detalidtediagrama de mai jos:

https://browser

neder W -
9

Router Developer Terminal !Di

User Terminal

Open Direct Links - accesible to
developer/user
— — — Indirect Links - inaccessible to
developer/user

eclipse

Fig370 LYLX SYSyGFrNBE LIS oFiI N mtendowe/ LISy idNHz Of

MaijosseNB INA SO SSESYLX AFAOI NBX &S00Syl RS 0O2R LJX

function  onVideoChange() {

var selectedConvld = $convList.options[$ convlList.selectedindex].value; /ltake over the
conversation form the list of convesartions
var call = _calls[selectedConvld]; //select the conversation
if (call && call. localMediaType .video!==  enableVideo.checked ){ //activate video by
bifeaza casuta
_client.  toggleVideo (call.callld).then( function (){ //open the video flow
console.log( 'Local video was successfully toggled' );

}. catch (function (err) { /llexception in case of error

OFtdN AYLE SYSydl188 NBBNISIyNy @il Zyazaf dziisS L
calculatoare universitarel JS Y G Nz | NNa& Lizy RS 02 Y LX SEAGNOGAA RI

a2F06F NB O2YLX SEST YIUAYA OW0BI YA ¢ SENBNTQJ\ D% I
diferit cu HKZONBNNAE 6 2 NI 62 NE ny Ieﬁlﬂ:ﬂﬁ)@ikalreaaoucﬂﬁll}fmlm:ﬂdz@ 15 i dZAR S § &
RS dzy AGSNEBAGNGA | NJ LWziSFH FA 2 FftGSNYFGAGNT RI
/| £t ASyd UA ®%SNR /ftASyli

{2€dzi Al  LINP LJzA N NB LIN&bstisigorisNre ldzylul cuesurserdistiibBiteIgeBtRIA | NJ
laboratoareleRS OF £ Odzf 121 NBX dzy a4Aa43GSY RS UDBKess RS
Remote Boot in LinuxDRBL.
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Scenarii posibile pentru network boot cu ClonezillARBL:

a) . 2240 RS NBGSF:T dG2ra4S arai
FTdzyOUA2y !l NBI AYyGSyaAroN Bi2DRNOS
a020FN5 RS NBUOSIF RSRAOFOGONT a

b) . 220 RS NBuSIENJ\ERM\EQIrA@YNEWSIE)\LR SS NI & SawakSNE d

Y2yitGS RS LIS 155 AyGSNYy LISyGNdz RFGS GSyLt
LINE OS &2 NHzAf dzA  UA  dzii A€ AT NBF &G§2O0ONNRAA ,d&SRAAT
SaGS yS@2AS RS 2 LINIAGAS RNDOAGH RN yLINNWI NIz 2
c) I t2ylF RS NBUOSIFEZ FASOINB &aidlGAS RS f dzONHz Sal
RS fdzONHz AYRSLISYRSYyiGNzZ SadsS yS@2iAS RS YIA
2LISNI NB dziAf AT G S&a0S eXaddoNdplerdeNtirda RS FTASOF NE

Creating Image of Template Machine p—
E -~ ".._\ —
::' —‘ : Client PC1
=]
|:| Connected )@
A==
Template : Clignt PC2
Machine Clonezlla Server :
7
Client PC nj

Client PC1
= I Image Restoring
Dis-connected )

Connected All Clients

Template Client PC2

Machine Clonezlla Server

Client PC n

Fig.38® 5NBI LIiIY LYIFI3IAYSUARSANBFSER {N NL.‘lBéagaﬁrﬂaQ]mdeUNl { S
NEFSNRYUN éaﬂé ' LX AOFGN LIS FASOFENB aidl d
/] 2y FAIdzNI GAS 6RS SESYLX dzz | RNB&F Lt UA ydzySt$S |

'Y 20ASOGAG +f GSaddz dA + F2ad O2YLI NI NBE
porraoNJSauIdzNJ NBIFO AYIFIAYAA £201fS [/ ft2ySTAffl o
fAYAGNNR Of FNB LISY(dUNHz FASOFINB 2LJiAdzySY LI2NYANE
OS NBAGFdzNI NBI AYIF3IAYAA le/détard &idkA £ € 1 dziAf AT SFTN

t SYGdNHz LINAYlF LR2NYANB I dzySA FLXAOFUAAZ O0AO
FAUASNSE RS NBUGSFZ ny GAYLI OS fF | R2dzZ LR2NYAN
dldz ny YSY2NAI OFOKS | &araidSydz dzi RS FAUASNS

Acesta este motivul pentru carpentru testare, Y Ay Of dza | Y6 St S 2 LI A dzy

Rezultatele comparative ale testelsunt prezentatamai jos:
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Start S;:;;sd Start Firefox
Mode Client PC Boot time leret:.')jﬁce LibreOffice Firefox Second
Writer N start
Writer
P4 3,4Ghz 2G Im 2s Im 34s Ss 15s 7s
PXE boot P4 3,0Ghz 512M Im 25s e vap
P4 3,0Ghz 512M 2m 5s 5m 54s 3m 15s
Clonezilla P4 3,0Ghz 512M 8m 30s
backup
Clonezilla P4 3.4Ghz 2G 6m 5ls
restore
HDD boot P4 3,0Ghz 512M 59s Im 13s l6s 52s 24s

Fig30® / 2YLI NXGAS ny4NB REFY2RBGUGSIRS 0221

Ate A Y LI S Y BefantheNd[14], [15], [16] 6 2 NRrddropekhbilitatea dispozitivelor
loT, o provocare din cauza protocoalelor de comunicare difétigeformatelor de reprezentare a
RFEGSt 2N Oy 20 &N acestzydidpostigeyidlividialeray €02 LNS y RISAY (01X NJ
GO0KAYD0 RS AYyTF2NNIFGAA & Niz&céstizdbhtextS amnigfrodfisd Pedrf R |
intermediarre-O2 & G A & A G2 NJ & LINB n Y 0 deySNi(BNplEN E2B\NB & MeBan&ol® LIS NJ
eterogeriintr-dzy” f I 0 2 NI { 2 Nde Bn&ersitay, prinunlidaves gatelbranotate semantic.
CAAYR AYGSANI OGN Odz a2t dzi AQdzW 2IRINF S HRISY &S Nt W WA
"experimentul ca servicit'l OS | & G N @IAd BNR INNB y (i S 3ndinlNIolidL2 § § ¢ 6 B & A
deOF LI OAGNGA | @ yaldS RS RSAaO0O2LISNANBI Ay idSNLINEI
eterogene.

t SYGdNHz &a2f dzi A 220 i Jzijfirﬂl&f L2ZBNBIAINNRA aSyl
subéplaselé de senzori ete2 3 Sy y £ 62 N} (e@antrositr@ocoalgléide NHzY S \
oFT N aveée oaSaal3as vszsz ¢St SYSUNE ¢NIF yaLR NI (
MQTT este un protocol de comunicare dezvoltat de IBM pentru mesageria intre mai multe noduri
printr-un broker central, iar CoOAP este un protocol dezvoltat de Cisco folosind principiile REST
FREIINBaSYyGlridAz2ylrt {GF0S ¢NFyaFSND LISyWdmiserver, (NI y
Of A B i aulostindsquittocli (mosquitto_subU hosquitto_pub) U despectivcoapcli.

Integrarea nodurilor senzorilor eterogefolosind aceste protocoale de comunicare diferite
I F2ad NBIFtAT LGN Pratdcal inplghientafin/cadmIEdifSaRokte (&0 dabdiila
JavaScript scrise pentru ptNY I Y2 RS®2a0d !y &0 NI (-unRvBngdy@BS NA A 3
nonNBf I GA2ylFfo RFEGSES RS YSalr3aSNRARST ny O2y T2 NY,
FASONNIYZA I RA Y (0 NBIz LINBSNIGAIISE FidNI FTATFS NS INB&E S YIN (i 22«
| RFEGSEt2N) a0OKAYOILIGS nyidNB y2RdzZNRESKe seSigfilwabNA £ 2 N
AYLX SYSYyGdlFdN LRIFGS FA dziAfATEFGON RS dzy Ay aidNHzYe
GAYLI NBIFf | RIFIGSt20RRAY 0B S 02 ORSRASYNRXE &l d

t NAY FANBIFENBIF AYyF2NNFOGAAE 2N 21L12Ff23A0S8 f
O2yaiNHzAGS KNNIA LINBOAAS RS QAT dzrf ATIFNB | §
AYTF2NNISNEAOGAAHzZ/yAYE RAYGINB y2RdAzZNAf S  IcBeteXempllf S NA vy
ny aiddzRAdzZ NBGSESEt2NI AyiStwm&y dS OFNB FF3INBIN A
Am realizat o extensie M2M (machii@-machine) a popularei ontologii 10TDB, cu trimiteri la
oyii2f 23AF 3ISYSNAON aO0OKSYI®2NH® ! UF OdzYy 'Y YSy
AYF2NNEGAA &dzLX AYSYGFENB 6YSGIFRIFGSO LISYydGdNUz al N
02y G SEG dzf dzA LISy (i NHzUanSdyfate DNEIA. RS G S Y LISNI G dzNN

{
"@context": {
"iot": "https://iotdb.org/publ/iot#",
"ot - attribute™: "https://iotdb.org/pub/iot - attribute#",
"ot - js"™ "https://iotdb.org/pubf/iot - jst"

" T Eﬁi

KkRSR
S A

39



Teza de abilitare BNf Iy ¢Addz

h
"@id": "dht11",
"@type": "sensor",
"iot:attribute™; [
{
"@id": "# humidity",
"@type": "iot:Attribute",
"ot -js:type": "iot - js:number",
"iot:name": "humidity",
"iot:purpose”: "iot - attribute:sensor.humidity",
“iot:role": "https://iotdb.org/pub/iot - attribute#role - reading",
“iot:unit " "iot - unit:math.fraction.percent"

"@id": "#temperature",

"@type": "iot:Attribute",

"iot -js:type™ "iot - js:number”,

"iot:name": "temperature"”,

"iot:purpose”: "iot - attribute:sensor.temperature”,

“iot:r ole™: "https://iotdb.org/pub/iot - attribute#role - reading",
“iot:unit": "iot - unit:temperature.si.celsius"

}
]

"iot:name": "dht11"
}

h faGN A YRS SONMMENINEST Ay dN LJ2aA oA fniidiocoat®lere RS |
Odzy2a0dziS LIS | OSSIFUA LXFON RS RST @2t N5 Ct D!
oFT N RS YAONRBLNBDGHNRE INBS OpyWiLMINT (A GNP 'y RA&LR]
emula diferite sisteme bazate pe dif@it I NKA G SOGdzZNA RS YAONRLINROSa?
profundURS  ny @NGl YFA O0AYS LINRYOA LI8t Mdi Bult Bekd OA LI
atat, caracteristicile de programabilitatdd ANB O2 y F A 3 dzNJ NB | LI NI A £ N
dispozitivelor FPGA n laboratoarele de predare.

T 9VYdzt FOGAl &aA&adSYdzt dzi ! NRdzZAy 2 LIS Ct D! Y & dzRS
pentru a implementa sisteme mai complexeii dzR S y licbricenti Be | LB & Wi per S
detaliile tehnice

1 Emulaea LJiciNde microprocesor Z80: Z80 este un microprocesor simplu care ar putea fi
F2f2aAG RS ailidRSyliA APHIINGHOMNocespsalGi St SIS | NKA

{ Sistem pe cifSoChazat pe Microblaz¢ & G dzRSy GAA LR G RST @wvt G L
F2t28AYyR ydzOft SS AL) - AfAYE RAALRYAOAHABDT UROS
softwareulRS o6 1 N®
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BRAM
memory
e
£
== AVR CPU
m:lst:er Bus Interrupt
peripheral interconnect || Controller
) 4 v
8 bit T/C 0 ‘ 16 bit T/C 1 ‘
1%}
1P Y
<
S - .
8 hit T/C 2 SPI
1
‘ Port D (8) ‘ ‘ Port B (8) ‘ ‘ Port C (7) ‘
~_—

Fig.40. Impkementare RTla sistemuluiArduino

Pentru a emula sistemul ArduirdDuemilanové LJS Ct D! ¥ dzNX¥ NG 2 NBf S
AYLX SYSYyGlrdS ny we[Y !'+w LYyadNdzOGaAaAzy {Si ! NOK)
ONRB Yy 2 YSiNHz LIS W dzy DesiexdsgtaNfdosing SeblBd: instrugfiente Arduino.

[ I NNy R#zZ AMNdzZELI NIty 09 CtD! nYLINBdzy N Odz
implementareaNB | f. ARt EWE 5S&4A3y {dZA (S mnodm 6UA 2NROS
RS2F 2 0A0f A2d0Bd0I SOz RAIZOUISBLINMSGF §S Ay St SO dz
NEFEATI YdzZ 6S SESYLX S LINFOGAOSST Odzy NI FAY YA
bridge, nuclee IP de comunicare, nuclee IP periferice sau controlere de memaorie IPs.

1.1.5. Servicii deO 2 Y dzy int€grate Ja kivelul platformelor standard ATCA &au
Cloud

LYGS3ININBI aAaidSYSt2N RS YONDDiAN RS 8§82 S xo
KFEFNRgI NS RS O2YdzyAOFUGAA RS fI aAadGdSYS LINBLINRSI
1 Elemente hardwarstandardizatepentru St S O 2 Ydaére@plulfilhdiplatforma ATCA
- Advanced Telecom and Computing Architecture), elemente foarte folosipeeniy R SN
cadrul sistemelor diNB 0 RSzl 6 | tNa $¥8y S SOKA LI YB¥ i SNISEES
decercetarealel YA GSNEAGNOAA C¢NI yAAT O YAl
1 Elementegenerice COTS (Corarnial offthe Shelf) ce pot forma un Cloud privat 2 f dzi A S
¢on premh )3t acest ens voi prezenta succint Gi 2 f digi Gldbidéon-premi & &ué2
A Y LX SYS ¢ Hudaptus, udayOpenStack, inedn dotarea! y A @ S Niadsilvania A A
prin eforturile autoruluil ale firmei Siemens.

in implemenN NJdih @] Uf5] aS RSGFEAFT N Y2 Rdz USftwakeyai S 3 NI
LINE OSANNRAA LI OKSUGSE2NJ LIS 2 LXFGF2NN¥N e/ ! 6!
W RA&GR&ARK/ 2Y(lAYydz2dza [/ 2YLJziAy3 ttpn S&aGS -F2f 22
procesor, bazat pe @S NE S & 2 f dz) managé&rient. Pdcéhilgsk pLiBe pe construirea
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mediului de dezvoltare, configurarea softwadef dzA UA 3 SadA 2y NBF | LJX A Ol
dzi At AT I NB || &aAai0SYdDYzA RS 2LISNI NB o[ AydzE UA wa

Arhitecturile ATCA standaimhte U flexibile sunt folosit pentru o mare diversitate de elemente
dinNB G Se daN h §f S O2 YergtanGehiar@ A ELX S Y Sy (ENTHlkva-b&Sbazata LJ
pe ATCA.

Rackul ATCApe care dam folosit fabricat de Radisys/Continuous Computirgjeede tip

SH61 40Gavandé sloturi pentru modulul fatald 6 in spate, accesibile printin RTM- Module de
GNF YARINASO P 9EAAGN o &dzNBS-ORGTA I mNISyAf NBI NS R
I & A 3 dzNI § NGsiul BeSiieludd® l&ca de magement (shel I y I 3SNL NNYNy S |
doar LJt N oA fit irfocuiteU deconfigurate2 NA ONY R SaidS ySOSal NJ LISy (i NYz
aplicdive.

Fig.4l/ 2y FA 3dzNI GAICOSRBIBA FRFGHL RN | LI FGF2NYSA | ¢/

tfFGF2NYE 1 ¢/ 1 LIMOD o) IBRED (v&BREigNrd20 = FASOIF NB  Oc
procesoare de pachete RMletlogicBroadcomc tip XLR73X; care au o I NK A i S<DpedzNN
a0t NNbho

{ GNBl YAy 3AdzZ bFfdzEdzZNAE 2N RS RI G §bnptaesofid®e T A
pachete poatanspectain timp real milioane de fire de streaming simultajde exemplun scenarii
de securitatd. DPI (Deep Packet InspectionN# A 1 S A RSy (i A Tdis@iminaRafluxulw A Ol (
G controlul traficului.5S SESYLX dzZ Tt dzEdzNAE S &St SOGFGS &dzyi
AAYGST N AYSRAHf @R K RESSROIF GRS SESYLX dzz Ayl Ny
jocurilor).

t SYGNHz F OSFaidN LISNF2NXIFYGN NBYIFNODFoAfNZ LI
Intelligent Fabric for Automata (IFAyupandsute de mii de mici automata echivalente pentru
LINE OS&al NBI StSYSyidlNNo ! O0SIradN 2NAHIFYATIFGAS &L
sintactice PCRE ale Xpresiunilgggular E ("regex") care suntcompatibile cu PERL Rractical
Extraction and R#orting Language).

Pentru a detectdy | Y LINB y (i O I RNA- =ON épiunitti lglak QB flux, aceste calcule au
loc In mai multeb YI UAY A OBNBU ddbzf SH T N Fdzy OUGAAE S ISYSNRO
ny Ol LJadzt I NBZ ONR LGt ANSGO |02kt dzAU R Sy | LANPRGESLA! | NNGSS OF LI
PPL sunt grupate Ttreguli” pentru tratamentul evenimentelor (intreruperea servirii), reguli care
sunt grupate ipolitici” care sunt adaptate dinamic (pentru programarea firelor).

Figurad2 LINBT Ay G N | NKAGSOGdzNY Y2RdzZ St 2N ttpnd /
gestionare a lamelor de tip EZ405 (cu IBM Power PC Architecture), prezentat ca un "IPMC" (IP
al yI3ASYSyid [/ 2y {iNRft SN¥f narNaxIEeEANaXidzProEgsY del NS
YEYF3SYSyd Nuzt SFT N dzy aA&80SY RS 2 LIS NgratS [ Ay dzE
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T RTM Fabric Interface
DDRII DIMM DORII DIMM

g3 &
2x 10Gh Eth FM2112 2x 10Gb Eth
XLR732 | Suateh .
i I

Boot

Boot Flash

Flash

P
BCM5389
Base
Switch

2x 1Gb Ethemnet 2x 10Gb Ethemnet

CRAM . H5EL

1PMC ‘

[ FPGA
| FW2112

Base Interface
Fig.42 Arhitectura hardware a modulelor PP50

Un comutator norbloking de 10GbE ("Core Switch" FM21A2y G SN2y SOG ST N L

de pachete, I/QJ planulde spate (baclplanelp CA SOl NB LINRPOS&2NJ - [ wTtoH |

fI 1 0Sad O2Ydzil 62NE LISNXYAGNYR 2 OFLIOAGIGS Rd

redundante (1GbBtandard PICMG 3.1.8 A0GbE standard PICMG 3.1.9)bkckplane (RTMU A

Fabric Interface)) ®dz LJ y2dzf FNRBYyGlFf O6LINAY AYGSNXYSRAdzZ RA

sunt conectate la un "Base Switch" (BCM5388yernat de protocoalele IPv4/6 &Psec, cu

Ol LI OA G NG A IISRE@EDbzic RadeyigEhdapsiBation)PP50 areCompact FlasiS8SD

6FASOFINBE O2NBaLlzyi NYR dzydz:Ai LINROS&2NJ - [wX | U}

FAUASNBES 61 SNYySt -DSefcomasareiperdriidpyni RIR. FAUASNB wal
Sistemele de operare (OS) nu sunt recomandate pentru a rula per thread, astfel incat

I OS a i riilaPe nuclee (core), de exemplu Linux pe nuclee NLW RMIOS pe nucleele-8

N ale unui XLR "bootloader" (a se vedigara ).

Linux Applications
Linux Loader (userapp)

!

an“ro' _Shared Memory Interface
Linux B " RMI-OS

Data Fast-Path

XLR Bootloader

Fig.43 Configurarea software a modulelor PP

Fiecare dintre procesoarele XLR poate fi pornit independent, prin Compact Flash (pe PP50)
aldzz ny SaSyUiNzX LINAY NBUIGSI o b dAdRAS fieSntup delelzE  LI2 |
NFS (Network File System)

in cazurile de utilizar®R Ay G St S ,Qhikday putéa rula Aoftware de control (de
SESYLX dzZ O2y G NRf dzf | LISt dzNAE 2NE |t 20FNBIF-OBNUGA Y
artrebuid N 3SaiGA2y ST S |yl AT fFtrateh |Q K& exSripla, NO dé pactiete & O NA
LINR Y A Y (-SatMIdE I0&b)h T I a
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Nucleele 8N RMIOS pot comunica cu N nuclee Linux pedtr Ay G SNFFGN RS
LI NI F 2F G N userappnyy o NPOBEdzE R N2 LINB UGS UA FOSaior NON
fAydzE o6F OSadl S&adS Ya&dhued P5LIS yNI NINB® | drE2 BANS tNHEEIAR

CAUASNEt ormatsd ekpcdblD Ankaple (ELF suntn y O K Mdiliciéul XLR (prin
comandaelfload)

PP501 $ elfload

Se poatdansaapoiz NA OS LINRPINI Y ALISOATFAO Odz O2YIl yRI ¢

exemplu:

userapp xIr_loader xIr_hybrid = RMI_OS_APP_NAME linux_cpu_mask = 000000f kuseg_st&rx2l@000000 kuseg_size_lo =
0x20000000

De exemplu, pentru CCPU_A RMI_OS_APP_ NAM#rid =ccpu_a
Controlul suplimentar al RMI_OS_APP:

cd / rmios_apps
lusr/local/sbin/userapp load -m Oxfffffff0 -f RMIOS_APP_NAME
lusr/local/sbin/ userapp stop-m OxfffffffO
lusr/local/sbin/userapp status

Un studiu de caimplementateste CCPU ,A&ontrolul RMIOS la Linux Network Traffim
FOSad FTStx &S LRIFGS 3ISaidaAz2yiLix anamibsand s RES LINEK
LINUXLINR Y | LISt dzZNRA a2 01 SaG adl yRINR -nuithiLivuk BssrlailS 2 N.
-OF NB 3INHzISHT N YSi2 R & opere Eeasyhti difdite del céléSdestinatd G S Y
LINNIAA . RS (1 SNySt

h f4dN AYLX SYSy il N&iprotBeLanBaje Aaynivel de&cddeK de Yaniat
(Control Plangintre RMIOSURR A ydzE ! aSNI I YR F2f 2aAYR YSY2NA I

h | LI A GOSPeaS waSLOf | yUI 2 | LY &nOilméskj$h agsiNy dzE2 yINNA
RS Y SY2NR SShardgid NMen".2Keradll Linux pune acest mesaj paocesorulde mesaje
(message-ringhandler FMNOF NB | N (BBl A YRANS 1 OSNBNBIF O2NB

Tn acest scop, CCPU_A monitBifiznux pecore0 ... core(N)UX 2 y A (i 2 RMHOS pel N
coreN... core7Porturile dedicateGMACBa dzy i nyNBIA&AGNI §S UA O2y GNPt
pentru nfsroof). Porturile genericKGMACQ XMGACkunt inregistrate in Linux, dar controlate
de RMIOSC I LIt A OF GAAT S &l £ 8r netNdit(iLNSyoidiitz &N AQ2AYGMAGESA T |
6ny NBUOSI dz& 3 Sy SeNdgiO i déscriptdriMibie | 42 OA A Y Rdz

t SYGNHz AYLI SYSYyGFNBF | LX AOF GAATE 2 NIJuRaSxilidtINR OS ¢
dzy YSRAdz RS RST @2t G NB &dzo -Brdageonh SDK p.A4/ (Gdie O NB
Development Kit) pentru familia XIlRdzy € I yi RS APEBYNHZN SYi DYORNBE S

FTdzy OUA2yFEAGFEGSE RS nyONNDINB | NBUOStEtSAZ aSNBS
secundar a fost de asemenea testat pe acest P{liaux

Pentru crosO2 YLIAf I NBF | LX AOFGAAEf 2N RS YIIIRFOS A N
RST @2t G NBX |I'Y | RNrdzRdfild dzNX¥NG2F NSl fAYyAS ny

CC =/opt/rmi/1.4/mipscross/crosstool/gce3.4.3glibc-2.3.6/mipsisa32xIr-linux/
bin /mipsisa32xir-linux-gcctrimite la compilatorulgcc

Pe f NyBINFGF2NXY¥StS RS (StSO02YdzyAOFU0AA aidl yR
St SO2 Y dayokidbtat$prersistdmeloud ce includ hardware getic.
Mai jos este un exempludl A y F NI & (i NHzihiddenddDepaBameéntulzdddR SOG MR y A OF
Calculatoarepe care antealizato impreurNcu cokgii U du sprijinul firmei Siemens.

Primatopologie reprezinNO 2 y ¥ A DRI I X 2 dzRe implefhdntaréa Eucalyptus,
implementareO N3 ny LINBT Sy (iR § 320 BekpadiobseriastrudiddzNidzZNESINI NK
controlere la diverse niveluri: Cloud Controller, Cluster Contrbllode controller.

44



Teza de abilitare BNf Iy ¢Addz

Block Storage Controller

Cloud Controller Walrus Controller

Layer 3 Switches

Cluster Controller

GhE % Layer 2
= Switch

Node
Controllers

Layer 2
Switch

Node
Controllers g

Fig.44/ 2y FA3dzNI GAS SELISNAYSYyGl f N RS inidbtareh NdpartanmehtujuyDEC f 2 dzR

51 { 2RNBEIOR v (proigctali GuNslrdaklesdNE O2y FAIdzNI GA L | F2 &
proiectului openrsourse openStack, de altfel implementarea de infrastrucasa-d SNIIA OS Odz a
RSaOKAAN OSI YI A LJ¥LdzZ I NNo

Nova Controller Nova Network

Nova Volume

Nova Compute

openstack”
Figd5/ 2y FAAdzNF GAS SELISNAYSYGFEN RS tF062NFG2N ny [/ f 2dR

[ 2YFAAdzNT GAF 2LISYy{dGF 01 F NBdziAft AT G R2FNJ 2
implementa componentele principd S RS LINRP OSal NE o/ 2 YO&ietated >  NJ

(Volume).

9O0KALI YSY (St S RA y-aureISsit T diversepRoiéce) ibaleNdalish O dA & (0 dzR S
sau cu rol didactidbe exemplu serverele au fost folosite ca suport de virtualizare pentru de testare
virtualizate Ixia.
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62N G2NJ LEALI

Fig.46/ 2y FA BENISNAY Sy (It N RS
y 3 - an FBIERBNISHYN NBi
RS LI NISYySNRI Y 0SYSTAOAL
f > ny O2 gefsanidiNdelliah ilat Gikublizatzlemante lixia Rentru

e inginerie a traficului (trafflc en§is NA y =NV
FAAYR SYdz I GN

S N N SOKALI YSyildzZ LEALI
O 2 y a U delmielé fésuGarudlidate |
n yU idaieSRS8c, at [ {

1ad¥Fs
ny Db{o®

testarea metodelor de
NBGSIdzr RS GSaf

Porturi reale si
porturi virtuale

Retea realizata -
in GNS3

Fig.47L Y LJt SYSYuI NE GANIdzk £ AT I
elemente software IXi® S NXzf S| T N @A NI dz
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I 1 Pie fage l I Prvste 3¢ 1 I
*x3 00t (Erusted Gateadys WAoot (Protecied Hoss
______________________ - [
! '

|
oo | | o
_l_.l_.l_u— " : |
Mrtual | 1 Mrtual
!]| ml E{ I e Router : ,  Router [! I! [!
[ 5 £34
g ! |
o = 10.0.0.5 ! :10 0.06 CHCRL
_J_L_l_a— | -
e i : I [ N
: site2site :
_______________________ Voo oo oo cumw o0 @b b oo o colier an ot 40 10 &» 60 00 00 0
— ikev2 [ J
Erou 3ted Erniaed Evyiyes Erotecies
SLnes Gatenays Gatenays =ss
Eay A 100 =3
20.0.0.0 30.0.0.1 50.0.0.0
Metwarks and Traffic - New Traffic Flow
- i, IPSec-Initiator - i}, IPSec-Responder
Trafficl Traffic2
j |»| FTPClientl [l 9 j |w| FTPServerl |

Fig48¢ S& Gl NBkSYdzf  NB LLY SO LIS 6FTN RS az27¥i«

1.2 Integrarea sistemelor de calculatodi® 2 Ydzy A OF GAA ny NBUG S

1.2.1. Radio definit software Software Defined Radio R)

1.2.1.1. Prototipareasistemdor{ 5w LISy { Ndz O2 Y-Heglisp@itivi A A RA
(deviceto-device D2D

Comunicarea deviem-device6 5H 50 NBLINBT AyiGN 2 ((SKy2t 2348
RAGLRTAGAOGSE 2N aN O2YdzyAOS RANBOG FNNN AyidSN
Natura adhocURS LINPEAYAGFGS | | OSaidSA O02Ydzy AONNR Ay

F2FNIGS AYLRNIFIYy(iS® DSadA2yl NBI OKSAft 2NIA 02y
GNI yaYAGSNBI aSOdzaNATIGN ySOSaAiN LINRPOSRdAZNA RS
optimizate, adecvate pentru mediul mobil, cu consum redus de eadidiu putere de procesare

NE Rdza N &

Una dintreA Y LJX S Y SNEIFNNRI 1S S [20fpropuseiuh mecdnianNde geguritate
LISy G Nz O2YdzyAOF NBI 5H5 OFNB AYLX AON dziAft AT I NBE
de chei unice, Ellipti€rygography (ECC)J DiffieHellman Key Exchange (DHKEpentru
gestionareacheilortUA  { I f &l HnkuAa OF YS{2 RBlredSypkeNA ILI2 Ii NB JIA
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[ani-N

LISY G NXz O2 y FARSY 0RNNNdak sd€dte méatddauyoatmplementalS2 NUA (G S &
LIS 2 LXFGF2NXY¥N RS 0O2YdzyAOF NB { 2- H‘anmdanNtﬁzatEpSéTpA y'S
6{2/0 oITIG LS vddgdddear®dty¥ (dhgher-boardsRE v IINKD 10 2 Y dzy A
FTNBEOGSY UN Ninaby Revideso GiegraeSolositdecdk Sa A3y KIF NRgl NBE UA
Mai multe probleme de securitatesunt necesarea fi luate in considerare pentru un
YSOFYyAaY RS aSOdzNARGFGS 5uH53 OuWaAdtentifiddred. Sistedn\deF A R Sy
ASOdzNAGF GS LINRLIza 2FSNN a2fdziAA LISy dNHz dzNY NG 2|
1 managementul cheilor folosind REJF pentru generareanica de chei secrete, Elliptic
Cryptography pentru generarea cheii publioe2 NB & LJdz¢heiiNsécgete,NDBfie Hellmann
pentru generarea cheii secrete comudek schimbului de chei;
q ONR LI NBIF RFEGSE 2N F2f 23aA Yy RigontiEul 2aRd20 RS 102 & NK2D
LISY G NHz ONR LIiF NBF O2Ydzy AOFGAAE 2Nl ny GAYLI NBI
¢2FGS 1O0S&aGS AYLX SYSYUGUNNR addzyid S¥F¥SOGdzZ 6S LIS 2
(SDR) constand dintm sistem bazat pe Clp (SoC) bazat pe Zync pe un Digilent 0&eliB
O2YLX SOI-6A RGBS LRSBOXANBOGSYUiUN NIRAZ2Z oOo6wCO RS 1 1y
2 A42fdziAS RS ARSSANY NEIF NRGdI2NB yRA O22FlU ol NBE® t |
SEOStSyd RS LINRPG2GALI NBI |ed@entdyih haidate algarisnhi ael £ A G |
ASOdNNRGIFGS O2YLX SOUA® ! OSadGl 2FSNN Ft SEAOAL A
AYyGSt SPOde@d $8 Lt v ny RAFSNRGS a2f dzi-Aid o dv@dar® 2 Y dzy
LISNBE 2y I £ AT bré Ndude Baksitentzytibvedi@ n industrie bazate pe MATLAB, Xilinx
Vivado sau GNRadio.
fA2NAGYAA dziAE AT FOA LISy G NUzdeantiGodzNA G G S 5H5 ad

R
O

Device A
128 x RO
PUF circuits Parameters of Elliptic
Curve Cryptography
l ¥ Publickey B
RTL Elliptic Curve Cryptography -
R kA )
Shared
secret Key
Salsa20/20 Ty

Fig.49 TestareMecanismul de securitate implementat pentru dispozitivele implicate in comunicarea D2D

RO PUF (Ring Oscillator Physical Unclonable Functions) implementat pe Zyng sunt folosite
LISYidNHz I 3SYySNI} 2 OKSAS &ASONBGN LIDYD Werarelzy R.
RAALRTAGAG AYLIXEAOIG ny O02YdzyAOFNB LINARYSUGS 2
hLISNF GAdzyAfS RS ONARLII23INI FAS OdzZNBN St ALIWiAON

O2NBallzyT NG2F NS OKSAA aSON ulfsaas;asm RS O©dzIBly St
LI NI F2FGN LISYy(iNdz FASOFNBE RAALRIAGAG FT2f238AYRY
dz wh t:CT

2. 2LISNF GAdzyAf S OWALIG23INF T S S 9/
3. OKSALlF LlzmfAON F fG2N R LRT AGADBS AYLI AOI (¢

A D R oA A~

Folosind algoritmul Efie-Hellmana S a il OKSE8B8I A SHNBIN O2 Ydghdla LIS d.

secreN O2Ydzy N SaE3 STEREYEWI NLI§BAeratdiul RS a S Qsebag i S
aleatoare Salsa20/20 pentru & o U dnyi de chei secrete utilibde intr-o criptared A Y S.4 N&A ON

B
A
1. OKSAlI &aSONBGN 3ISYSNIGN O
A
A

Q¢ O
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Device 1

Device 2

Generate Secret a with
RO PUF

Generate Secret b with
RO PUF

Compute public Key for
Device 1
Pkl =a*Q

Compute public Key for
Device 2
Pkl =b*Q

Send Pkl to Device 2

%

>

Send Pk2 to Device 1

Compute the shared
secret key
pk=a*Pk2 = a*b*Q

Compute the shared
secret key
pk =b*Pka=h*a*Q

Fig.50 Protocolul Diffie Hellman bazat pe eliptic curba criptografie

Zyng7000 SoC (SysterBy [/ KALIWD 2FSNN LRairAoAftAdGlIGSE R
a2FG461 NB | dzy dzZA LINBR OS a2 NJ oFT+FG LIS !''wa Odz NBO2
accelerarea hardwardzf dzA ny GAYLI OS Ay iSaANBIT N FdzyOliarzyl
singurRA&ALIRZT AGAGD [/ I N OGSNRAGAOAC SydzYSNI 4GS YI A
AYLE SYSYGNNARES {5w FfS dzySA 3IFYS I NBALaRS | LI
selectatOl FAAYR F2I NGS LI20GNKRDA G eliddtg-R 8BA QELBNAXE i §
T dzyl®©doiplexe de securitate implementate. Pentru demonstraterY F2f 234A 0 2 O2
backto-back (Figur&dld Odz AY G SNF S0GS NI RA 20 AQdaLSINFISSNBR A1 S G
public.

3
S

Fig.51 Prototip ep
d %S RO DINRIAE RO A kaBiy dnéx@8eFMCOMMSxX AD

Pentru a configura mediul de lucru SDR am folosjtro@esorul Linux ARM ilnplementarea SoC
folosind softwareul Xilinx Vivado la nivelul FPGA, conectat cu plagaalog Devices AD
FMCOMMSEBZO | A y (i S NJF ksistémulNie doruhidare fa fzst implementat folosind AD IP
/ 2NBE LISy ( Ndz O2 YOIBySAF QIAG ALAE | FTONFNERNANSNA iNDRUZF 2 & (i1 ST 206 SANIOAS
procesarea de imagini transmise prin protocolul WLAN 802R.$a3 ONR & N ny f dzONJ NB |
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Dezvoltarea pentru combinarea modulelor de comunicare cu modulele noastre de securitate

AYLE SYSy Gl dS LRFEGS FA NBFEATFGN ny RAFSNRAGS Y2

1 Implementarea softwarailui-O NB NMzf SI TN LIS AYLX SYSy il NBI
dispozitive analogicecare instafih T NX RS | aSYSySI > 02Ydzy A OF NX
/I 2NB® tS tNyaN |0Sad aradasSy RS 2LISNINBz |
comunicare (de exaplu, cele de la open source GNU Radio).

1 Coproiectare softwareU hardware folosind MATLABIn special modulul de comunicare
MATLABJ thodulele de comunicare LTE Advanced D2D

1 PersonaliareT 2 f 23 AyYR ! 5 Lt / 2 M#RicodiNg YIS HEe§APyCare + A O R
DSYSNI NSI RS OKSA aSONBiGS RS mMHy RS o0AUGA C

Rezultatele sunt vizualizate cu Analizorul logic ChipScope furnizat de Xilinx Vivado. Tn primul rand,

ddzy G 3ASYSNI S &md BESSile chaiilsacretdIGNB I $yilN 2dzyNGF 4GS |

schimbarea oscilatoarelor inelare compuse din 5 invertoare conectat@intrd dzOf N @

Waveform - hw ila 1 -0 X

H | LA Satus:Ide

Fig.52 Rezultatele circuitelor RO PUF implementate pe Zynq

1.2.1.2. Sistem de comunicatii SDN D2D utilizand elementeST0ORca senzori de
spectru

h FEGN AYLX SYSy il NB [2]ptoputieNunele)nodélSgentra dbpiintizarka { 5 w
O 2 Y dzy A O N-ddDdviceS(E2OMWO®ntextul medilrS O 2 Y dmylon€ratd) prik utilizarea
detediei spectale. Diferite niveluri de descentralizaeny Ay GSt A3ISy il 02 YLz |
semnalelor, mg I 3ISYSy ddzA& Ldzi SNRAA UA dzy LINGrceXyail fosy I A Y
abordateintr-2  LJS NB4 Bd2AIRAWNS §¥ & SIREDDESNIDA i ¢ NSGSI RS RAG:
RS YAONiekinefi SN2 & 0 A LA SAY2S ydall AGAN  LISNAIT WHS NASEa20N) LISANA
aLISOGNHzE dzA  OF LI NS | O2Ydzy AONNRA 5H5 ny YSRA
F O2LISNN ydz ydzYr A NBOSLIi2 NBtS 5{ ¢UBFRDASYTIWI IRA
cu unadaosspectaculos: miilitatea.

Oy | OSI Zamptopis8zORRNBAY I GAS I OSf 2NJ R2dzN I 62 NRNNXR

detectare a spectrului distribuit, corelate cu serviciile de localizeBDRs Geclocation Data Base)

1 5SGSOGI NBIF &LISOGNYz dzA = Odzy B/EMdEN A ON & 626
starea utilizatorilor primari prin comparareanui prag LINS RSFTAY A G Odz A
energetic.

1 Baza de date de gdocalizare (GDBA S o6 T SI T N ihf&preharedAAyyF 2NEBYF I GUAAA
RAYYIHANRG§StS KNNIA RRad ERikodmeMNMapa) pobtivil® ded
spectruUBRIF NI YSONRA NBGSE St 2Nl k RAALIRT AGAABKE 2N
FAOA LizGiSY YSyGA2yl AYLX SYSyd k&SI SIolFN Sy RLSIN
autorizarea dispozitivelor TVWBV White Spac@ N Fdzy OG A2y ST S Odz LI NI

0y
UA N

(0p))
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Machine Learning Game Theory Algorithms

o4 A = X ‘\“\\
S/ Cognitive Engine / NN
J AN \‘ \\\ MQTT over
7 SDN Controller NN WIPinterface

/’ // / \ Dynamic Spectrum Adaptation \\ \\‘ \\‘\
rd / Routing information AN N ‘\\
Y \ .
ﬁ-‘ o NN =
& NN
I:\i ‘\ \‘
!2 ‘\ N MQTT over
DZD Capable D \ “\_IP interface
“‘ D2D Capable Device apable Device \\
Local Spectrum Sensing g ‘\‘ ‘\\
and Edge Processing A% ‘
'\ Wi
= I =
‘ [
e

Local Spectrum Sensing
and Edge Processing

Fig.53! NKA G SOl dzN> 02 Y dzygandéleinante SRRV ch Sehzorbda $pectriokd A

t SYUNHz AYF2NXYIFGAAES LINARGAYR RISt SidetdlidSid i NHz
continuare:

1 RIS o0ft20FLft0 {5w balLISOGNHzy aSyaiydabs Odz I 2d
U apoi utilizZand metode 0T (de exemplu, protocolul MQTT) pentru a transmite pontr
AYGSNFFIOGN Lt o6dzy Y2RSY oD 2 O2ySEAdzyS 2 A
{5b% ydzYA NBTdzZ G 415t S LJNE()S&NNJ\)\ t 201 fS

q Q LIXFNBE UA GNIyaYRNSRBEA AWK YNIEY G A AOHEISRSE LIBNC
LR2F3GS FFEOS 2 LINBft dzONF NB dzf GSNAR2F NN OF ny
prezentat incele ceurmS | T N

i Elementele de detectare sunt noduri S2Rine cu calculatoare single boa(@&BC)dar pot
fi U smartphons Odz R2y 3t S { 5w I dF Ul (S igur@s¥\O altrbid FA  C
2L AdzyS FNJ FA dziAf AT FNBI dzy2NJ St SYSyidS RS
detectare a spectrului, cum ar fi in cazul unei USRP (de exemplu, ETNat®nal
Instrumenty.

- Figh4Ly G St A3Sydl O2YLzit GAz2y Lt X bA@SEt &Yl NILK

-t AGIGS AAYLIEN RS OGAldza tATEFENB | &aLISOGN
0 S AS | LONESBAT eigiead AG N
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‘;‘[kxg Mk

89,70

Presets

Low CPU

Fig.55 Exemplu de spectuetectat-Odz F LX A OF G A |

10 RTL2832U driver

rtl_tcp_andro

Kill

-a 0.0.0.0 -p 14423 -f

91800000 -s 1024000

| | Force root

Help

IAckquired wake lock. Will keep the screen on.
#rtl_tcp_andro -a 0.0.0.0 -p 14423 -f 91800000 -s

1024000 -h /data/data/marto.rtl_tcp_andro/files/socket

Found Rafael Micro R820T tuner

License

IStarting was successful!

Copy

Clear

{ 5wi 2 dzOK

Fig.56 Utilitar RTETCP pentru RTL2832U utilizat pentru transmiterea probelor 1Q

CandsedorS Ua R

in fig. B

RTL-SOR Source
Sample Rate (sps): 390,625k
Cho: Frequency (Hz): 100 244M
ChO:Freq. Corr. (spm): 0

Cho:0C Offset Mode: Off
Cho:1QBalanc e Mode: Off
Cho: Gain Mode: Manual

Cho: RF Gain (dB): 15

Ch:IF Gain (4B): 20

Cho: BB Gain (d8): 20

Fig.57 Implementare modificata pe SCANORADIO GNU pentru a suporta FSDR, cu diferité 2 Rdzf | G A A

FFT
FFT Size:390

WX GUI FFT Sink
Title: FET
Sample Rate:330 625
Baseband Freq: 100M
YperDiv: 1048
¥bivs: 10
Ref Level (dB):-10
| RefScale (p2p):2

i [y
Refresh Rate: 16
Average Alpha: 100m
Window: Hamming
Window Size: 1 35 500
Grid Position: 0,0,1,1
Notebook: nb._gfx 0

WX GUI Waterfall Sink

Title: Waterfall

Sample Rate:390 625k

Baseband Freq: 1001

Dynamic Range: 50

Reference Level:-10
Ref Scale (p2p): 2

-I FET Size: 1.024k

FFT Rate:4

Average Alpha: 250m

WindowSize: 1.25,500

GridPosition: 0,0,1,1

Notebook: nb_gf, 1

Freq SetVarname: 100M

FreqSetVarmame: 100M

Selector
Inputindex: 0
Outputindex:1

Forward

Shift:Yes
Num. Threads: 1

o, [ Vector to Stream M:192
M numitems: 390 N:390

Keep Min N

initial offset; 99

LIRNGASYO U A Fmampstf Y REA A O LSDR h maddl fvansat ca

Null Sink
Veclength:390

FFT
FFT Size: 192

Window:
Shift:Yes
Num. Threads: 1

Forward/Reverse: Reverse Vect
Numl

Feed Forward AGC
[ pum samies: 1,024
Reference: 1

FFT Filter
Decimation: |

Taps: (firdes.complex_tand...
lp | Mum. Threads: 1

Power Squelch
Threshold (dB):-20
Alpha: 1m

Ramp: 1
Gate:Ves

Selector
Input index: 0
Keep M in N Outputindex:0
M1
N
initial offset: 0

Probe Avg Mag*2
Threshold (dB):-20

Alpha; 10u

AM Demod
Channel Rate: 192k

Audio Decimation: 1
Audio Pass: 12.5k
Audio Stop: 25k

Float To Complex

NBFM Receive
AudioRate: 192k

initial offset: 0

Keep Min N
M1
N1
initial ofset: 0

Keep M in N
M1

IN\

t:0

Constant Source

Constant: 100M

52

Add

-l Quadrature Rate: 192k '—‘

Tau: 50u
MaxDeviation: Sk

Selector

Complex To Real
Complex To Real
Complex To Real

Yy

Inputindex; 0
Outputindex: 0

Probe Signal Vector

Variable

WX GUI Choo
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1.2.1.3. Integrarea LabVIEW a receptoaretadioRTL2832 SDR

aSRAdzZ RS ’styimehiNI N i ALISam Gdiosits LakdVIEW, a foshoderrizat
pentru utilizarea viitoare in CloudLJS ONG LI &aA6Af Z O2ySBEidaN S &85
RAAGI YGN® ! ad7FS tdzy AMTdNISt SONRAYYOINENIR oAt MR 658G S 02y
este USB la niveluri inferioare, ca in cazut&DR)! Majoritatea transferurilor de dasentgenerice
HTTP GET/POST (portulf88d ny G 2 0 RS dzy | RSAOKA&Z ny O2YLJI NI C
solll AA ALISOALTSO®

In diagrama VI din FBB, LabVIEW conduce "donglal' RTESDR printo conexiune TCP.

I OSFadlr aS NBFSNN fF 2 NBRAZOSNBE AYLRNIFYIN
Odz I @Fyidleadd RS | YSYUuRayISt $ OS®dzUAR Y & h W& FaseRiBl (ORS¢
caz).

Parametri RFL. 5w & dzy i LINBfdza GA RS 2 O2ySEAdzyS RS
LINAY AYGSNXYSRAdzZ 3IFT RSA UA & LIRNIdzZ dzA RS Ay ¢
NI} N SRUFyaGA2yFNB SGO0O®0 adzyd RSadAylraGA LISyidiNdz |
NIFUSRMRX). Acest control se face in domeniul timpul, dar, deoarece investigarea canalelor
RAALIRYAOAETS NJ iNBodzAa &N &S FiudddicdnSFTiulizardS v A dzt
spectrul de semnal.

Media celor mai mici 10 varfuri spectrale se face pentru a calcula Pragul, apoi, folosind
I OSFadGN @Ff21FNB fAYAGN-#L BayiS ddzidzitzA 19 yiSNBLISYSIIN
canal. CDBVDT (tLJdzZN&A  O2 Y LI SES RS RIS Odz T amMdsheniRde dzy R
nyFtaiN GAT dz- £t ATIENB YAEGN GAYLKFNBOGSYUGN ny LIy
Recent, Ntonal L y & G NHzY Sy (i 80 S NIorysN&i LI ai A ©6 2 NIK &yizo B BBISH ( & -
Y20 AfOMdE MX AddzG A A LINBOdzY bd&d DI 2ldzf 5 IREK®2INRRR4d R G

Thresholding configuration
B (ocalhost Threshold (dBm) :

5 o 1) % Peaks Used
St 025
X Power in window "
Frequency: | 900000000 J’o "‘”‘4‘ Seek Mode
. Median
IQ Receiver 2R 5.
JUBE =t Decisions M__ Pj}_
Automatic gain: v s ’(—“—0 [‘3‘ L ;3 ";l 0,01
--80
140 §
-2007 i ) 1 3 | i
89M 900M 900M 900M 900M 900M  90IM --200
Frequency [t}

+Ee |

53



Teza de abilitare BNf Iy ¢Addz
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Fig.58 Integrarea LabVIEW a receptorului RTL2832U SDR prin TCP

1.2.2. Evaluarea puterii radiate n campul apropiat al unui terminal mobil care
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Fiecare student ar@ropriul mediu LANWANDMZ. Mediul pentru fiecarstudent este izolat de

mediul unui altstudent Acest lucru se face prin utilizar&4ANurilor (LANuri virtuale) astfel,
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containere virtuale Docker. Lista de aparate GRZB8i S A YLINBDAY@ ¥y gz NaN as Si
Marele avantaj al VM GNS3 este posibilitatea de a conecta topologia GNS3 la elemente externe,
astfel, fiecare elem@t poate fi conectat in partea LAN, WAN sau DMZ a topologiei. Fafura
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