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INTRODUCTION

Biometrics refers to the automatic identification of a person based on their own physiological or
behavioral characteristics. This identification method is preferred over traditional methods involving
passwords and personal identification numbers (PINs) for a variety of reasons including the person to
be identified must be physically present at the identification point and / or identification based on
biometric techniques avoids the need to remember any password or symbol. Different types of
biometric systems are used for real-time identification. The most widespread is based on face
recognition and fingerprint matching; other biometric systems use iris and retina scanning, speech,
facial features and facial thermograms, and hand geometry.

Biometric technologies are defined as "automated methods of verifying or recognizing the
identity of a living person based on a physiological or behavioral characteristic.”

There are two keywords in this definition: "automated” and "person”. The word "automated"
differentiates biometrics from the wider field of human identification science. Biometric
authentication techniques are performed exclusively by the use of devices, generally a digital
computer.

Benefits of biometrics: 1. Biometric features can not be lost or forgotten (while passwords can). 2.
Biometric features are difficult to copy, share and distribute (passwords can be advertised in crackers
sites). 3. They require the authenticated person to be present at the time and point of authentication.

In conclusion, it can be said that biometric authentication is a security process that relies on the
unique biological characteristics of an individual to see if he is the one who says it is. Biometric
authentication systems compare a biometric data capture with authenticated data, confirmed in a
database. If both biometric data samples match, authentication is confirmed.

Biometrics provides high-level security management operations that have more advantages over
traditional means and are now available at lower costs.

Biometric systems are based on several distinct processes: enrollment, real-time capture,
templates extraction, and templates comparison. The purpose of enrollment is to collect and archive
biometric samples and generate numerical templates for future comparisons. By archiving raw
samples, new replacement templates can be generated if a new or an updated comparison algorithm
is introduced into the system.

A distinction is made between real-time capture and enrollment as real-time sampling of "sample”
biometric samples following an access or identification attempt and their comparison with a "gallery"
of templates already entered.
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Three important objectives are pursued during the present paper entitled Theoretical and
Experimental Research on the Development of Biometric Systems:

1. determination of the general information system for the security of collections and persons in
libraries.

2. identify security requirements for collections and individuals in libraries.

3. the realization of an experimental system based on facial recognition useful for the security
of collections and persons in libraries.

General Objective: Establishing the general information system for the security of collections and
individuals in libraries addresses the following specific objectives:

a) Study on the general framework for the security of collections and persons in libraries.
b) Study on the theoretical aspects of security of collections and persons in libraries.

The second general objective: The identification of security requirements for collections and
persons in libraries contains the following specific objectives:

a) Statistical research on the security of persons and collections in libraries.
b) Analysis of statistical data and generation of security requirements in libraries.

The third general objective: The development of an experimental system based on facial recognition
for the security of collections and persons in libraries is based on the following specific objectives:

a) Developing the IT application for the security of people and collections in libraries.

b) Developing the database with users.

C) Experimental determination on the security of individuals and collections in libraries.
Regarding the type of approach, this paper focuses on:

1. A formal approach - Thus, the thesis consists of 5 (five) chapters, 2 annexes, 44
images and 15 tables;

2. A structural approach - In the first part of the paper some theoretical aspects are
presented and the results of the current research are analyzed in depth.

The first chapter is titled The General Framework of Security of Collections and People in
Libraries. This chapter addresses issues related to "security”, a term that can have a variety of
connotations in the library world. Internet security and library material security are both important
aspects of the library service, but more important is the safety of users and staff..

In recent years, safety has become an issue of great importance in libraries. There are a number of
procedures designed to protect users, employees and property. In the 21st century, this topic extends
to the safety and security of the internet. Many libraries produce guides that contain provisions that
provide detailed safety and security information.

There are at least four sub-topics to the general topic: (1) precautionary measures to protect users
and staff from acts of violence; (2) protecting the collection materials against theft / vandalism; (3)
procedural safeguards and response plans for natural and man-made disasters and (4) internet
protection.

8
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This chapter deals with subchapter 1. and 2. personal safety (for users and personnel): precautions
against acts of violence, and in subchapter 3. precautions to protect library collections against
theft, since these two aspects are the ones that directly influence customers.

Regarding subchapter 1, executives and staff of all types of libraries continue to be concerned about
the actions of some clients who sometimes adversely affect the services of libraries, including
homeless people, mental iliness or consumers of prohibited substances.

Although it is difficult to confront users who ignore the rules of the library, threatening other clients
or staff, otherwise creating discomfort or chaos, there are still ways and solutions that can be
applied. Some of these solutions may require different approaches and partnerships with external
groups such as law enforcement agencies, social services, mental health counselors and substance
abuse, and even the human resources department.

Effective communication leads both to the increased convenience of library users and an increase in
the morale of its staff, transforming the library into a space where everyone feels welcome.

Theoretical Aspects of Facial Recognition Systems is the title of Chapter 2, which aims at defining
and presenting biometric recognition systems. Biometrics is the automatic recognition of people
based on their behavioral and biological characteristics. It is an instrument that confirms that they are
people who are already known (or unknown) - and therefore belong to a group with certain rights (or
a group that is denied certain privileges). It is based on the assumption that individuals can be
physically and behaviorally distinct in many ways. Biometric systems are increasingly used to






































































































































































